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Foreword

We appreciate your use of BACnet |oT Gateway BL103 from Beilai Technology Co., Ltd.
You can rapidly understand how to use and operate this product by reading this user

manual.

Copyright

Shenzhen Beilai Technology Co., Ltd. owns the rights to this document. No unit or
person may copy, distribute, or reproduce any part of this manual in any way without
the prior consent of Beilai Technology, and Beilai Technology will be held liable for any

violations.

Disclaimers

This document is only intended to help the reader use this product. The products and
texts described in this document are constantly being developed and improved, and our
company reserves the right to make updates and revisions to the product specifications
at any time and without notice. This product is primarily used for data transmission in
industrial Ethernet networks and data transmission in 4G networks. Please use the
product in accordance with the parameters and technical specifications specified in the
manual, as well as the precautions that should be taken when using it, and Beilai
Technology will not be liable for property or personal injury caused by abnormal or
improper use of the product.

Revision History

Update Date Version Description Owner
August 31, 2022 V1.0 First Edition HYQ
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Difference Between BL101 and BL103

BL103 BACnet IoT gateway add BACnet protocol compare to BL101 Modbus IoT gateway,
the hardware of these two models is the same.

BL101 downlink support: Modbus RTU Master, Modbus TCP Master, DL/T645, etc.

BL101 uplink support: Modbus TCP, MQTT, OPC UA, Huawei Cloud IoT, Ali Cloud IoT,
AWS 10T, ThingsBoard, Sparkplug B, King Pigeon Cloud and other protocols.

BL103 downlink add BACnet/IP and BACnet MS/TP protocols compare to BL101

BL103 uplink protocol add BACnet/IP protocol compare to BL101

1 Product Introduction

1.1 Overview

BL103 BACnet gateway is an economical loT gateway for building automation and HVAC
control systems that converts protocols such as Modbus RTU , Modbus TCP, DL/T645,
BACnet IP, BACnet MS/TP to Modbus TCP, OPC UA, MQTT, BACnet IP, Huawei Cloud,
Amazon Cloud, Alibaba Cloud, ThingsBoard, King Pigeon Cloud and other protocols.

BL103 Downlink Support: Modbus RTU Master, Modbus TCP Master, DL/T645, BACnet IP,
BACnet MS/TP, and other protocols.

BL103 Uplink Support: Modbus TCP, MQTT, OPC UA, BACnet IP, Huawei Cloud, AWS
Cloud, Alibaba Cloud, ThingsBoard, Sparkplug B, King Pigeon Cloud and other protocols.

BL103 uses an embedded ARM MCU, and it is built on a stable Linux OS system. It has one
RS485 (optional RS232) serial port input, two power inputs, one power output, two Ethernet
ports (WAN and LAN), and two USB ports, support SIM and SD cards. Internet access via
4G network or Ethernet, with high speed and low latency.

BL103 has a powerful protocol conversion function that allows it to acquire multiple
protocols at the same time, including BACnet MS/TP, BACnet/IP, Modbus RTU, Modbus
TCP, and DL/T645. Uplink support BACnet/IP, Modbus TCP, MQTT, OPC UA protocols.
Cloud drivers such as Huawei Cloud, Ali Cloud, King Pigeon Cloud, Amazon Cloud,
Thingsboard Cloud, Sparkplug B, and others can connect directly to popular cloud platforms.

Multiple platforms and master computer systems can be online at the same time.

BL103 supports TSL\SSL encryption for data security.
7 Shenzhen Beilai Technology Co., Ltd. V1.0
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BL103 supports remote gateway management or configuration through OpenVPN channel.
BL103 supports routing function as well as cascade switch data acquisition to acquire data
from more industrial equipment, with fully functional software covering most application
scenarios. Users only need to go through a simple setup to use the user-friendly configuration
interface adhered to by BLIIoT, such remote configuration, remote firmware upgrade, etc.
BL103 features a fastening structure, a redundant power supply, and standard DIN35 rail

mounting,.

8 Shenzhen Beilai Technology Co., Ltd. V1.0
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1.2 Application Diagram

BL103 Application Diagram

AWS Cloud Thingsboard Alibaba Cloud Huawei Cloud "L’i:[f:r‘:ﬁ‘ 'sggj.?jg:
F’ " —— “ .
aWS? £ ThingsBoard e g&%l O lgnmon\‘/

| |

“©BACnet” |  Fthérnet

BACnet/IP [Ethernet [
roanus | [Ethernet S OPC UA
Modbus TCP o

o) E&C net’ :g_ %ﬂadbus @ladbus @_B_Ag_ngt
BACnet MS/TP DLT/645 ModbusRTU Modbus TCP BACnet/IP

Note: BL101 downlink can not acquire data from BACnet devices, uplink do not support
BACnet/IP protocol.

9 Shenzhen Beilai Technology Co., Ltd. V1.0
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1.3 Packing List

Before installing and using BL103 gateway, please confirm that the following materials are in
the box. Please contact sales representative if any of the items missing or damaged.

The following pictures are for reference only, the actual product may be different from the
picture because of the updating, please refer to the actual product.

® 1x Gateway

® 1x 4PIN 3.5mm wiring terminal for power input

® 1x 5PIN 3.5mm wiring terminal for power output

® | x4G SMA Cellular Network Antenna

10 Shenzhen Beilai Technology Co., Ltd. V1.0
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® 2 x Wall-Mounting Clip Kit(Optional, Please noted if you need)
® 1 x Din Rail Mounting Clip Kit(Optional)
® | x User Manual(PDF)
Note: Please scan the card QR code on the card to download it
® 1 x SIM card eject pin
® 1 x Product Qualification Certificate
® 1 x Warranty Card
q CEES R
| A
|
ey
i e cines o
11 Shenzhen Beilai Technology Co., Ltd. V1.0
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1.4 Features

12

»  Downlink support: Modbus RTU Master, Modbus TCP Master, DL/T645,
BACnet/IP, BACnet MS/TP, and other protocols.

»  Uplink support: Modbus TCP, MQTT, OPC UA, BACnet/IP, HUAWEI Cloud,
Alibaba Cloud, AWS, ThingsBoard, Sparkplug B, King Pigeon Cloud, and others.

» 9-36V DC power supply with terminal wiring, and 2 power input interfaces
protected against reverse connection, either interface can be used.

» 1 Power Output, output voltage is equal to the input voltage

» 1 RS485(RS232 is optional)

»  Serial port baud rate support 1200bps-115200bps; Stop bit support 1, 2; Data bit
support 7, 8; Parity bit support None, Odd, Even

» 2 RJ45 Ethernet Ports, ILAN and 1WAN, WAN and LAN ports can acquire data
from devices directly or via cascade switches, with link and data indicators. Built-in
isolation transformers for network ports, with electromagnetic isolation up to 2K'V.

»  Support POE PD(optional function), save wiring cost.

»  Support TSLASSL encryption to protect data security

»  Support routing function

»  Support 4G network with APN setting; Ethernet access is the priority method when
connect to external network, it will switch to 4G automatically if Ethernet disconnected

»  Support remote management or configuration through OpenVPN channel

»  Support sending configuration files remotely via MQTT to change the configuration
»  Support Modbus RTU to Modbus TCP, transparent transmission

» RESET button to restore the factory settings (long press RESET in the power-on

state until the RUN indicator goes off) to prevent parameter setting errors

»  Support software watchdog with high reliability
»  Support gateway timed restart

» Metal case with IP30 protection, safely isolated from inner system, especially
suitable for industrial control applications

» Dimension: 30mm*83mm*110mm, support wall-mounting and DIN Rail mounting.

Shenzhen Beilai Technology Co., Ltd. V1.0
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1.5 Technical Parameters

Category Parameters Description
Processor Main frequency 300Mhz
System Storage 128MB(can be extended to 1G)
Memory 64MB
Input Voltage DC9~36V
Power Power Normal: 85SmA@12V, Max: 117mA@12V
Supply Consumption
Wiring Support reverse wiring prevention protection
Specification 2 x RJ45, 10/100Mbps, Adaptive MDI/MDIX.
Ethernet ESD +16kV(Contact), +18kV(Air)
Port Protection EFT 40A (5/50ns) ;
Thunder strike 6A (8/20us)
Quantity 1 x RS485(RS232 is optional)
Baud Rate 1200bps-115200bps
Data Bit 7,8
Serial Port Parity Bit None, Even, Odd
Stop Bit 1,2
. ESD £8kV(Contact), £15kV(Air);
Protection EFT 2KV,40A (5/50ns) .
I())?;Legt Output Voltage 1 x 9~36 V DC(equal to the input voltage)
Quantity 1
SIM Card . . Drawer Type, Support 1.8V/3V SIM/UIM card
Slot Specification (NANO)
Protection Built-in 15KV ESD Protection
SD Card Reserved for future development
Quantity I1xDownload program, 1xProgram debugging
USB Port Specification Micro USB OTG
Protection Over current protection
Antenna Quantity 1
Antenna Type SMA Hole
GSM/EDGE:900,1800MHz
LE WCDMA:B1,B5,B8
FDD-LTE:B1,B3,B5,B7,B8,B20
4G TDD-LTE:B38,B40,B41
(Optional) GSM/EDGE:900,1800MHz
WCDMA:B1,B8
L-CE TD-SCDMA:B34,B39
FDD-LTE:B1,B3,B8
TDD-LTE:B38,B39,B40,B41
L-A WCDMA:B2,B4,B5

13
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Industrial loT Gateway

BL101 BL103

FDD-LTE:B2,B4,B12

L-AU

GSM/EDGE:850,900,1800MHz
WCDMA:B1,B2,B5,B8
FDD-LTE:B1,B3,B4,B5,B7,B8,B28
TDD-LTE:B40

L-AF

WCDMA:B2,B4,B5
FDD-LTE:B2,B4,B5,B12,B13,B14,B66,B71

CAT-1

GSM:900,1800
FDD-LTE:B1,B3,B5,B8
TDD-LTE:B34,B38,B39,B40,B41

Indicator

RUN

Always on when powered on, flickering when
the system is running, and goes off when the
system is not running.

NET

Flickering when communicating with Ethernet,
always on when communicating with 4G, and
goes off when unable to communicate.

TXD

Flickering when sending data, otherwise goes
off.

RXD

Flickering when receiving data, otherwise goes
off.

Internet Protocol

IPV4, TCP/UDP, DHCP, DNS, etc.

IP Retrieving Static [P’/DHCP
Data Support transparent transmission
DNS Support Domain Name resolution
Software . PC software configuration, Support WIN XP,
Configuration WIN 7, WIN 8 and WIN 10
Network Cache Transmitting: 8Kbyte; Receiving: 8Kbyte
Login Package Support custom login package
Heartbeat Package Support custom heartbeat package
MTBF >100,000 hours
EN 55022: 2006/A1: 2007 (CE &RE) Class B
IEC 61000-4-2 (ESD) Level 4
IEC 61000-4-3 (RS) Level 4
Safety EMC IEC 61000-4-4 (EFT) Level 4
IEC 61000-4-5 (Surge)Level 3
IEC 61000-4-6 (CS)Level 4
IEC 61000-4-8 (M/S) Level 4
Others CE, FCC
] Working -40~80°C, 5~95% RH
Environment
Storage -40~85C, 5~95% RH
Case Metal Case
Dimension 30mmx83mmx110mm(L*W*H)
Others Protection IP30
Net Weight 291.2g
Mounting DIN Rail Mounting/Wall-mounting

14
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Industrial loT Gateway

BL101 BL103

1.6 Model List

COM (Default RS485) | OPC- Open
Model WAN | LAN 4G POE PD
(RS232 is an option) UA VPN
BL101
v v v X v X Optional
BL103
BL101E
J J i X X X Optional
BL103E
BL101UA
v v N v X X Optional
BL103UA
BL101Pro
v v v v v v Optional
BL103Pro
Note: Difference Between BL101 and BL103

BL103 BACnet IoT gateway add BACnet protocol compare to BL101 Modbus IoT gateway,

the hardware of these two models is the same.

15
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2 Hardware Description

2.1 Outline Dimension

(E RoHs FC X

Side view Main view

16 Shenzhen Beilai Technology Co., Ltd.
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2.2 Power Supply Interface

- D

BABA

DC IN 9-36V

<<<§

2 Channels 9-36V DC power input with reverse connection protection

2.3 SIM and SD Card Slot

Make sure the device is powered off when inserting or removing the SIM card, then put the
card eject pin into the card slot hole, and press slightly to push the card slot out.

Make sure device is placed flatly like above picture when inserting or removing SIM card

2.4 Debug and Firmware Upgrade Interface

DC IN 9-36V

DEBUG is program debugging port, DOWNLOAD is firmware upgrading interface

2.5 Gateway Grounding

Make sure gateway grounded with grounding screw to prevent electromagnetic interference

before connecting gateway

17 Shenzhen Beilai Technology Co., Ltd. V1.0
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Industrial loT Gateway BL101 BL103

2.6 4G Antenna Connection Port

CE RoHS FE X

- Connecting 4G Antenna

2.7 LED Indicator Light

CE RoHSFC K

18

LED Indicator Introduction

Item Status Description
) Flickering Running Normally
RUN Running - -
Off Equipment Failure
Flickering Ethernet working
Ethernet -
NET 4G Always on 4G network working
Off No network
) ) Data is transmitting
Data Flickering )
TX ) through serial Port
transmit —
Off No data transmitting
Flickering Data is receiving
Data .
RX _ through serial port
Receive —
Off No data receiving

Note: RUN indicator always on once it's powered on, please
check whether there is a issue with power or it's reversely

connected when the light goes off

Shenzhen Beilai Technology Co., Ltd. V1.0
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2.8 Reset Button

When the gateway is running normally, use the card eject pin to continuously press the Reset
reset button for about 10 seconds until the RUN indicator goes off, the gateway reboots to

restore the factory default settings.

RS485(or RS232) and Power Output

Item Description

VOUT+ Power supply output positive

VOUT- Power supply output negative
B/RX RS485 Data-(B)/Receiving Data
A/TX RS485 Data+(A)/Transmitting Data
GND Grounding

Note: Output voltage is equal to the input voltage Range:
DC 9~36V

CERoHSFC X
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2.10 WAN and LAN

Ethernet Port
Indicator | Color Status Description
Network Always on 100Mbps mode
Green

Speed Off 10Mbps mode

Always on Network Connected
Network - - - —
Link Yellow | Flickering Data is transmitting

i
Off Network Disconnected

CE RoHS FC X

3 Installation

Gateway can be places on flat surface, mounted on the wall, and DIN Rail Mounted

3.1 Wall-Mounting(Optional)

Wall-Mounting
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3.2 DIN Rail Mounting(Optional)

DIN Rail Mounting Installation Finished

4 Configuration Software Instructions

4.1 Login to Configuration Software

Connect BL103 to the router or switch through WAN port with a standard cross or direct
connection network cable. The IP of router or switch cannot be the same as gateway IP
192.168.3.1, WAN and LAN of gateway cannot in the same local area network, and make
sure BL103 gateway and PC in the same local area network.

If you want to connect the gateway to PC directly, then use a standard cross network cable to
connect through BL103 gateway LAN port (When gateway connect to PC directly, the IP of
PC should be set to specified IP, the IP should be the network segment 192.168.3.1, because
the factory default IP of the LAN port is 192.168.3.1; IP address, subnet mask, MAC and
DNS need to be set when PC is assigned an IP.)

Note: WAN port IP is retrieved automatically, LAN port IP is 192.168.3.1 from factory setting
Wiring of Connecting BL103 gateway to Router, Switch and PC:

P s i E MAKE T eASi€R
{ BLIIOT r J RJ45 Y '
MAKE H0T €ASHR e ‘ W_I-J P
- &- - -
| L__J RJ45 Connect to router or switch

Connect to computer The gateway of the router cannot be:192.168.3.1

Computer designated IP:192.168.3. XXX
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4.1.1 Open Configuration Software

7 BL10x_ConfigurationTool V1.1.3.8.exe

Double click “ ~ to execute BL103 configuration

software, Shown as below:

BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
B Frasy [ N =

Plalel® + . 4 & B = ® q

Search Clear Import Export Read Config. Write Config. Monitor Remote Log |32 Help About

4.1.2 Search for Gateway

Click "Search" and all devices in the same local area network with the PC will appear. For
example, WAN port is connected to the switch, PC and gateway are in the same local area
network, and the gateway whose IP is 192.168.1.196 will be found. If there is no device found,
please make sure gateway and computer is in the same local area network, and the computer
UDP broadcast is normal. If the device cannot be found because of the computer network
environment issues, you can enter the IP in the "IP" bar, click connect, login.

Note: You should close the configuration software and reopen it when the computer changes

IP or gateway.
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BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

Olég 2 2 @ d © O B

Search| Clear Import Export Read Config. Write Config. Monitor Remote Log

Gy

HZ  Help About

-9 X
2 i

Device Selection X
Model P Name Version
BL103Pro 192.168.1.196 Beilai Gateway V113
Device IP Connect
Refresh

4.1.3 Connecting Gateway

Choose the gateway device you want to configure, and double-click it(For example:

double-click the gateway device whose IP is: 192.168.1.196) to enter the gateway device

configuration interface. You can enter the IP and directly connect to log in if there is no

display device because of the network environment.

BLiiot BeiLai Industrial Gateway www BLiiot.com V1.1.3.8 =l
D& 22 A ¥ E m® g
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 7 Help About
S|
EZICOM1
=ILAaN
GIWAN Name Value Cloud Status Port Device Name Status
“A”4G Name Beilai Gateway MQTT Client ®
B Even Time 14:07:05 08/26/2022 MQTT Client I Y
©O0penVPN Model BL103Pro Ali loT o
g Alarms Version EE} HUAWEI loT ®
= 4G Module EC200SCNAAROTADSM16 AWS loT o
[;_éTasks e
IMEI 2868618052204261 KingPigeon loT o
B} pataservices Signal Strength 17 (Normal:14-31) KingPigeon Modbus loT ®
P Pass Through SRR NULL
@ Modbus RTU=TCP SIM ICCID NULL
@ Modbus TCP Server SIM Status Failed
@BACnet/IP
QOPC UA
B &Cloud
Refresh
@MQTT Client
@MQTT Client Il
@Al loT
@HUAWEI loT
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4.2 Configuration Instructions
4.2.1 System Features
Bliiot BeilLai Industrial Gateway www.BLiiot.com V1.1.3.8 - @ X
D& 8 B = 2 a
Search Clear Import Export Read Config. Write Config. Monitor Remote Lo 93 Help About
5
EECoM1
(@ILAN
@WAN Name Value Cloud Status Port Device Name Status
“,é:’ 4G Name Beilai Gateway MQTT Client ®
E @VPN Time 14:07:05 08/26/2022 MQTT Client Il [ ]
& OpenvPN Model BL103Pro AlilaT @
ﬁg( Alarms Version Viia HUAWEI loT [ ]
_°T X 4G Module EC200SCNAAROTADIM16 AWS loT [ ]
[;—é ases . IMEI B868618052294261 KingPigeon loT .
Bl S pataservices Signal Strength |17 (Normal:14-31) KingPigeon Modbus loT ®
& Pass Through operator NULL
@ Modbus RTU=TCP SIM ICCID NULL
€9 Modbus TCP Server SIM Status Failed
& BACnet/IP
OPC UA
Bl & Cloud
Refresh
& MQTT Client
@MQTT Client Il
QA loT
@HUAWEI loT
System Function
Item Description
Search Search for all BL103 gateways in the same local area network
Clear Open a new default configuration file
Import Import gateway configuration file
Export Export gateway configuration file

Read configuration

Read logged in BL103 gateway configuration parameters

Write configuration

Save all configuration parameters by click "write configuration".
Make sure to click "write configuration" every time after
modifying the configuration. The setting will be valid after device

restarts automatically.

Monitor the value of the data point of the currently connected

device, and the data in the "Value" item of the display data point

Monitor
page. If it is numeric data, it is the value after multiplying the
coefficient.
System log. If there is a issue with the gateway device, you can

Log click to save the log file and send the file to the mailbox indicated
in it.

English Change language to English
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Help Under development
About Software version, Issue date, Firmware upgrade information
Basic Information of BL103 Gateway
Item Description
Name BeilLai Gateway. Can be customized
Time Local time when reading the gateway
Model Gateway device model
Version Gateway device version
4G module Model of 4G module. If it’s null, it means no 4G module
IMEI Device IMEI Code
The signal value of 4G module, if the signal value is lower than
Signal strength 14, it means that the signal is extremely poor, and 31 is a full
signal.
Operator SIM card service provider
SIM ICCID Read SIM card ICCID
"OK" means the SIM card is successfully registered, "Failed"
SIM status o .
means it is not registered
) Green light means MQTT Client is connected, gray means
MQTT Client o
MQTT Client is not connected.
) Green light means MQTT Client II is connected, gray means
MQTT Client II ) )
MQTT Client II is not connected.
Al ToT Green light means Alibaba cloud is connected, gray means
ilo
Alibaba is not connected.
Green light means HUAWEI cloud is connected, gray means
HUAWEI IoT
HUAWETI not connected.
Green light means AWS is connected, gray means AWS is not
AWS JoT
connected.
) ) Green light means King Pigeon MQTT Client is connected, gray
King Pigeon IoT ] ) o
means King Pigeon MQTT Client is not connected.
King Pigeon Modbus | Green light means King Pigeon Modbus cloud is connected,
IoT gray means King Pigeon Modbus cloud is not connected.

Device online prompt

Green light indicates gateway can communicate with the slave

box device, gray indicates the communication fails.
Refresh Refresh the basic information of gateway
25
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4.2.2 Advanced Settings

The private network setting is to allow the dedicated Ethernet or dedicated 4G network to set

the IP that can be used or the server that can be connected. If it is an ordinary Ethernet or 4G

network, no settings are required.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — X
n Py & 0
P& P2 A 3 © B ® @
Search Clear Import Export ReaguCaafia lritaCanfia Manitar Ramatalag 32 Help About
5 Advanced Settings
(55:) 4G ~Private Network -Network Diagnostics
[=RmiEN
@ OpenVPN
1§ Alarms. Bt Hetwork LS Device Name Status
[;:é.Tasks Keepalive IP 192.168.1.1 8
Bl Snataservices NTP Server cn.pool.ntp.org
@ Pass Through
@ Modbus RTUSTCP
& Modbus TCP Server d .‘ jGateway Platform
@ BACnet/IP
QOPCUA
B & Cloud Default Password : 123456 Enable( I
@ MQTT Client Old Password URL
@MQTT Client Il New Password User Token
@Al loT
@ HUAWEI |oT
S
@ KingPigeon loT
@ KingPigeon Modbus loT
[ Advanced settings |
Advanced Setting
Item Description
) Choose from "WAN" and "4G" according to your
Private o )
. needs, and only configure it with a dedicated
Private network
network.
network - -
Keepalive IP Dedicated IP that can be used
NTP Server Dedicated connected NTP server
Network diagnosis, such as: Ping the gateway IP
connected to the network port, you can judge
Network )
) ) Ping whether the LAN connected to the BL103 gateway
Diagnosis ) .
network port is normal, enter the gateway IP, click
the Ping button, green means normal.
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4.2.3 COM Port Introduction

4.2.3.1 COM Port Attribute Configuration

Double click COM1 to enter COM Port Attribute configuration box.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
28 £ & & 3 ® B ™ ® d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log £  Help About
= EhBU 02Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address. Ratia
[ZILAN
EIWAN Serial Port Settings
4G Mode Selection Collection
G Even ~Protecol Settings
@ OpenVPN Device Brand Modbus
1% Alarms Device Model MODBUS RTU » ||
[;:éTasks
=) @DataSewices ~Serial Port Settings
@PBSS Th[oth Baud 9600 v Data Bits 8
@Modbus RTUSTCP Stop Bit 1 v Parity Bit | None
@ Modbus TCP Server
@BACnet/IP
QOPC UA
E-&Cloud
@MQTT Client
@MQTT Client Il
DAl loT
@HUAWEI loT
Serial Port Properties
Item Description Default
) Select from "Collection", "Pass Collection
Mode Selection
through", "Modbus RTU to TCP"
Select from "Modbus", Modbus
Device Brand "BACnet"(No BACnet option for
BL101)
Device Select slave device according to Modbus RTU
Protocol
) Model selected brand
Settings : :
) To set the device command Polling Interval
Polling ) ) )
interval time and device return : 20ms
Interval ) ) ) )
. timeout time, click the button next Timed out: 200ms
And Time out ) )
to the device model to set it.
Select from 1200, 2400, 4800, 9600
Serial Baud 9600, 19200, 38400, 57600,
Port 115200
Settings Stop Bit Select from 1Bit, 2Bit 1Bit
Data Bit Select from 7Bit, 8Bit 8Bit
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Parity Bit

Select from None, Even, Odd

None

OK

Confirm COM configuration

Cancel

Cancel COM configuration

4.2.3.2 Add COM Port Devices

Right click COM1 and click Add to enter device configuration box. Double click it to show

added device configuration information. Right click to delete device.

The byte order of the configuration data points is also set here

Note: Total 50 Modbus RTU devices can be connected through the COM ports.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

e p e

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

4 ©

5]
B

- g X
? i

Help About

B shBL103Pro
Add
LA
[(SHIWAN
(=A=l45
B EveN
) OpenVPN
jﬁ{éA\arms
E@'Tasks
B} & DataServices
€9 Pass Through
@ Modbus RTU=TCP
@ Modbus TCP Server
@ BACnet/IP
QOPC UA
E&SCloud
@MQTT Client
@MQTT Client I
@Al loT
@HUAWEI loT

Variable Name Address Type Address  Value Unit

Data type

Varibale Key

Map Address Ratio

Paps

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

& ©

e

£ Help About

— o X
& i

Bl chBL103Pro

fILAN
WAN
E=A1)4G
B 9veN
@ OpenVPN
ﬁ‘aA\arms
[;:éTasks
[ & DataServices
€@ Pass Thraugh
@ Modbus RTU=TCP
@ Modbus TCP Server
) BAChet/IP
©OPC UA
B &Cloud
@MQTT Client
@MQTT Client Il
DAl loT
@HUAWEI loT

28

Variable Name Address Type Address  Value Unit

Device Information

Device Name

-Device Properties

Slave ID 1
16-bit Data Type AB -
32-bit Data Type ABCD X

Write Function Code 15/16 -
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BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

DE 2 A & © O B

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

- 9
B ® d

X

$  Help About

Variable Name Address Type Address Value Unit Data type

B chBLiosro
Bl eEcoM
BN
[ZIWAN
4G
B Hven
@ OpenVPN
ﬁEAlarms
[@BTasks
= @DataSewices
@ Pass Thraugh
@ Modbus RTU=TCP
@ Modbus TCP Server
@BACnet/IP
QOPC UA
B & Cloud
@MQTT Client
@MQTT Client Il
QA 10T

Varibale Key

Map Address Ratio

Note: Device attributes are set according to the selected protocol. For example, device brand

is Modbus, set attributes as below table.

Device Information

Item Description Default
Device Name Name the data collecting device
Data Collecting Device Modbus
Slave ID Communication Address
Device 16 bit data type Select from AB, BA AB
Properties
] Select from ABCD, DCBA, BADC, ABCD
32 bit data type
CDAB
Write function Select from 05/06, 15/16 15/16
code
OK Confirm device configuration
Cancel Cancel device configuration

4.2.3.3 Add COM Port Device Data Point

Click device name and then right click the box on the right, click Add to enter data point

configuration box.

The outside of the mapping address on the configuration software represents the Modbus

address, and M.XXX in the brackets represents the PLC Modbus address.
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Right click "Add" to add the next data point. You can also right click to delete the data, or

double click the data point to edit the data.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

D& L2 i 2 @ O

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

-0 X

W ® a
$3Z  Help About

B} cBL103PrO Variable Name Address Type Address Value
Bl &Ecom
(ZILAN
[ZIWAN
g
B Emven

Unit Data type

) OpenVPN Add

ﬁf;A\arms i
Import Excel File
[@Tasks Export Excel File

(= @DataSeNi(es
€0 Pass Thraugh
@ Modbus RTU=STCP
@ Modbus TCP Server
@ BAChet/IP
QOPC UA

B & Cloud
©MQTT Client
@MQTT Client Il
Al loT

Varibale Key Map Address Ratio

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8

P oL b h © @

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

- 0 X

= ® d
FX  Help About

B} R BL103PrO Variable Name Address Type Address Value
E-&Ecomi

Unit Data type

EILAN Variable Properties
[ WAN

“aG Variable Name TAGOO1 Ve bl k)
B EveN
@ OpenVPN
ﬁ%A\arms
[;:é,Tasks
B @DataSen{ices Read/Write Read/Write = Ratio

0 Pass Through Map Address 0 Variable Unit

OCT/DEC/HEX Decimal v
AddressType 01 Coil Status(0x) v Address

Data type bool ¥, Add Number

@ Modbus RTU=STCP
@ Modbus TCP Server

REGDO1

@ BACnet/IP
§OPC UA

B & Cloud
@MQTT Client
@MQTT Client Il
QA 10T

Varibale key Map Address Ratio

Variable Properties

Item Description

Variable Name Name the Added Data point

Variable Key The MQTT identifier of the data point, can be filled in arbitrarily.

OCT/DEC/HEX
collection address

Select from "decimal", "octal", "hexadecimal" according to the

Address Type

Select the register type of the device, different protocols display
differently. For example: Modbus protocol, select from "01 Coil
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Status", "02 Input Status", "03 Holding Registers", "04 Input

Registers".

Address Address of the collected data point
Select "Boolean" for Boolean, numeric type selected from "16-bit
unsigned integer", "16-bit signed integer", "32-bit unsigned

Data Type : L . . - .
integer", "32-bit signed integer", "32-bit single-precision floating
point".

Add Number Quantity of collection

Read/Write Select from "Read Only", "Read and Write".

Rati Only numeric type data can be set, enlarged or reduced how many

atio

times to upload to the platform
Data point is stored in the address of the gateway device. Boolean

Map address

0~2000. Numerical: 0~2000. A register address space is a word.

Variable unit

The unit of the data point, fill in as needed, not required.

OK Confirm data point setting
Cancel Cancel data point setting
Bliiot Beilai Industrial Gateway www BLiiot.com V1.1.3.8 - X
= N B - %
JORN-NI B N @2 © O B ® @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 5 Help About
Variable Name Address Type Address  Value Uit Datatype Varibale K Map Address Ratio
B H,BL103Pro ¥p typs ey P
B oM DO 01 Coil Status(0x) o boal 0o1 0(M.000001) none
DO2 01 Coil Status(0x) 1 bool Do2 1(M.000002) none
DO3 01 Coil Status(0x) 2 boal 0o3 2[M.000003) none
LN DO4 01 Coil Status(0x) 3 boal D04 3(M.000004) none
EWAN DOS 01 Coil Status(0x) a bool DO5 4(M.000005) none
Rl DOS 01 Coil Status(0x) 5 bool D06 5(M.000006) rione
o Do7 01 Cail Status(0x) 6 boal Do7 ([M.000007) none
E-Even
@ OpenvPN poa 01 Coil Status(0x) 7 boal 0os 7(M.000008) none
F§Alarms |oin 02 Input Status(1x) - bool DIN1 8(M.000009) none
Eiraits DINZ 02 Input Status(1%) 1 bool DINZ (M.000010) none
© DINZ 02 Input Status(1x) 2 et el boal DIN3 10(M.000011)  none
[ &pataservices DING 02 Input Status(1x) 3 Export Excel File bool DIN4 11(M.000012) none
1Pass Through DINS 02 Input Status(1x) 4 bool DINS 12(M.000013) none
©Modbus RTUSTCP DING 02 Input Status(1x) 5 boal DING 13(M.000014)  none
@ Modbus TCP Server DIN? 02 Input Status(1%) 6 boal DINT 14(M.000015)  none
@BACheyIP DINg 02 Input Status(1%) v bool DINg 15(M.0000T6)  none
Q0PC UA
E- &S Cloud
IMQTT Client
@MQTT Client Il
QA loT

Right click the data point to delete the data, and double-click to modify the configuration.

4.2.4 LAN Port Introduction

4.2.4.1 LAN Port Attribute Configuration

Double-click the LAN port to enter property box. LAN port default [P is 192.168.3.1, and the
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automatically assign IP addresses and routing functions are disabled by default.
Note: If the LAN port is connected to the switch, the switch cannot be connected to the

network cable of other network segments.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 ¥ X
P& p o @ 4 B ® @
Search Clear Import Export Read Config. Write Config. Monitor Remote Log £ Help About
= EhBL1 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
@ Ecom
= WAN
i Ethernet Settings
wac
B Even pHcP( ) Routing Enabled( I
) ® OpenVPN IP Address 192.168.3.1
F",A\arms Subnet Mask 255.255.255.0
EéTasks
[ & Dataservices MAC Address 08:00:27:50:16:ac
€ Pass Through
@ Modbus RTU=TCP
@ Modbus TCP Server
) BACnet/IP
QOPC UA
E-&Cloud
@ MQTT Client
@ MQTT Client I
@Al loT
@ HUAWEI [oT
Ethernet Settings
Item Description
DHCP Green: Automatically assign IP addresses Enabled
Gray: Automatically assign IP addresses Disable
Routing Green: Routing function Enabled
Enabled Gray: Routing function Disable
IP Address LAN Port IP address
Subnet mask LAN Port subnet mask
MAC Address LAN Port MAC
OK Confirm LAN port Setting
Cancel Cancel LAN port Setting

4.2.4.2 Add LAN Port Device

Right-click LAN, click "Add", to enter configuration box. The LAN port can be connected to
the device, or it can be connected to the switch to collect from devices on the switch.
Note: 50 devices can be collected through LAN and WAN.

32 Shenzhen Beilai Technology Co., Ltd. V1.0




o S
(BUIIOT

MAKE 10T EASIER

Industrial loT Gateway BL101 BL103

Paps

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 -0 X

t 2 )

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About

W @

& chBL103Pro
@ Ecomt
Add
@ VAN
ElAllA,G
= &JveN
) OpenVPN
1% Alarms
[;:éTasks
= @DaiaSewices
&) Pass Through
) Modbus RTU=TCP

& BACnet/IP
§OPC UA

& &Cloud
@ MQTT Client
@ MQTT Client Il
QA loT
@ HUAWEI 10T

€@ Modbus TCP Server

Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio

P e P

Bliiot BeilLai Industrial Gateway www.BLiiot.com V1.1.3.8 — o X

t 2 © © B =@ G

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About

Bl chBL103Pro
E-EcoM

WAN
t‘,é:"iG
B ven
@ OpenVPN
ﬁ‘aA\arms
[;:éTasks
[l EDataservices
@ Pass Through
@ Modbus RTU=TCP
@ Modbus TCP Server
) BACnet/IP
§OPC UA
Bl & Cloud
@MQTT Client
@ MQTT Client I
@Al loT
@HUAWEI loT

Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio

Device Information

Device Name

Device IP

Device Port
Device Brand Modbus

Device Model MODBUS TCP o El

Device Properties

16-bit Data Type AB v
32-bit Data Type ABCD

Write Function Code 15/16 ¥,

Device Information

Item

Description

Device Name

Name LAN Port Device Name

Device IP

Set IP address of LAN port device. Device IP address and gateway
set by the LAN should be in the same local area network. If they are
inconsistent, change the IP address of the device or change the
gateway setting of the LAN port, change the property configuration
of the LAN port. It will take effect after power off and restarting.

Device Port

Set the port number of the device on the LAN port

Device Brand

Select from "Modbus", "BACnet", (BL101 has no "BACnet"
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selection).

Device Model

Select model of selected device brand

Polling interval

And Time out

Set command interval time and device return timeout time, click the

button next to the device model to set it.

Device address

Only available when the device brand is "BACnet"

16-bit Data Type

Select from "AB", "BA", only available when the device brand is
"Modbus".

32-bit Data Type

Select from "ABCD", "DCBA", "BADC", "CDAB?", only when the

device brand is "Modbus".

Write function code

Select from "05/06", "15/16"

OK

Confirm LAN port device setting

Cancel

Cancel LAN port device setting

4.2.4.3 Add LAN Port Device Data Point

Procedure to add LAN Port device data point is the same as that of adding COM port device

data point. ID of the Modbus TCP device is configured in the data point configuration box.
Add COM Port Device Data Point

Bliiot BeiLai Industrial Gateway www.BLiict.com V1.1.3.8 = X
m () o 5
D& & A m® da
Search Clear Import Export Read Config. Write Config. Monitor Remote Log FX  Help About
B} g BL103Pro Variable Name Slave ID Address Type Address  Value Unit  Data type Varibale Key Map Address ~ Ratio
B EcoM1
B EILAN
Variable Properties
[ WAN
G Variable Name TAGOO1 Varibale Key REGOO1
EHEdven OCT/DEC/HEX Decimal v Slave ID 1
) CpenVPN
: AddressType 01 Coil Status(0x) Address
g Alarms
Data type bool ¥, Add Number 1
[BTasks
3] @DataServices Read/Write Read/Write 3 Ratio none
€0 Pass Through Map Address 16 Variable Unit
@ Modbus RTU=STCP
@ Modbus TCP Server
) BACnet/IP
QOPC UA
B & Cloud
@MQTT Client
@MQTT Client Il
DAl 10T
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4.2.5 WAN Port Introduction
4.2.5.1 WAN Port Attribute Configuration
Double click WAN to enter WAN Port Attribute configuration box.
BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
Dae 2 2 @b L 4 ® B w @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log F3Z  Help About
Bl 48L103Pr0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
B Ecom1
B @LAN
%I Ethernet Settings
EEveN Auto P @)
@ DpenvEN IP Address 1921
1 Alarms Subnet Mask
E'@Tasks Catewa)
= @DataSemices

& Pass Through

MAC Address 08:00:2 Afile

@N‘Odbus RTUTCR DNS 114114114114

@ Modbus TCP Server

&IBACnet/IP

POPCUA

B & Cloud

@MQTT Client

@MQTT Client Il

@Al loT

@HUAWEI loT

Ethernet Settings
Item Description
Green: Auto retrieving [P
Auto IP )
Gray: Specified IP

IP Address WAN Port Current [P Address
Subnet Mask WAN Port Current Subnet Mask
Gateway WAN Port Current Gateway Address
MAC Address WAN Port MAC Address
DNS WAN Port Current DNS Server
OK Confirm WAN port setting
Cancel Cancel WAN port setting

4.2.5.2 Add WAN Port Devices

Right-click WAN, click "Add" to enter configuration box. Wan Port connected to the switch

to collect from devices on the switch.
Note: 50 devices can be collected through LAN and WAN.
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Search Clear Import Export Read Config. Write Config. Monitor Remote Log F3Z  Help About

[ £hBL103Pro
@ Ecom
B @LAN

@
A4

= &veN
) OpenVPN
ﬁ"oA\arms
E;:éTasks
B EDataservices
€0 Pass Through
€ Modbus RTU=TCP
€ Modbus TCP Server
@ BACnet/IP
§OPC UA
& & Cloud
@ MQTT Client
@ MQTT Client I
DAl loT
@ HUAWEI loT

Variable Name Address Type Address  Value Unit  Data type Varibale Key Map Address Ratio

PopLHsL @&

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — X

& @ © B ® G

Search Clear Import Export Read Config. Write Config. Monitor Remote Log F3Z  Help About

B fhBLI03PO
@-Ecom1
B @ILAN

Wac
B v
) OpenVPN
ﬁf’,Alarms
F@Tasks
= @DataSeNi(es
£ Pass Through
@ Modbus RTU=TCP
@ Modbus TCP Server
©IBAChet/IP
§IOPC UA
E-&Cloud
@MQTT Client
@MQTT Client I
QA loT
QHUAWEI loT

Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio

Device Information

Device Name

Device IP

Device Port
Device Brand Modbus

Device Model MODBUS_TCP e El

~Device Properti

16-bit Data Type AB v
32-bit Data Type ABCD v

Write Function Code 15/16 i

Device Information

Item

Description

Device Name

Name WAN Port Device

Device IP IP address of the device in the same local area network as the
WAN port
Device Port Set device WAN port number

Device Brand

Select from "Modbus", "BACnet", (No "BACnet" for BL101).

Device Model

Select model according to the selected device brand

Polling interval

Time out

Set command interval time and device return timeout time, click

the button next to the device model to set it.
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Device address

Only available when the device brand is "BACnet".

16-bit Data Type

Select from "AB", "BA", only available when the device brand is
"Modbus".

32-bit Data Type

Select from "ABCD", "DCBA", "BADC", "CDAB", only when

the device brand is "Modbus".

Write function code

Select from "05/06", "15/16"

OK

Confirm WAN port device setting

Cancel

Cancel WAN port device setting

4.2.5.3 Add WAN Port Device Data Point

Procedure is the same as that of adding COM port device data point. ID of the Modbus TCP

device is configured in the data point configuration box.

Add COM Port Device Data Point

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8

e p o

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

4

® B

-0 X

W™ @ d
£ Help About

B} c5BL103Pro

EACOMI
B @LAN
EHEIWAN

4G
B [=ven
@ OpenVPN
ﬁi’,marms
EéTasks
[} & DataServices
€@ Pass Through
@ Modbus RTUsSTCP
& Modbus TCP Server
@ BACnet/IP
QOPC UA
B &Cloud
@ MQTT Client
@MQTT Client Il
Al loT

Variable Name

Slave ID

Address Type Address

Unit Data type Varibale Key

Varisble Name
OCT/DEC/HEX
Address Type
Data type
Read/Writs

Map Address

TAGOO1

Decimal

Variable Properties

Varibale Key

REGO01

Slave ID

1

01 Coil Status(0x) Address

bool

Read/Write

16

Add Number

Ratio

Variable Unit

=

Map Address ~ Ratio

4.2.6 4G Introduction

Double click 4G to enter APN setting box. Note: It's not necessary to set APN for China

mainland 4G network, or if there is no 4G module in the device.
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Search Clear Import Export Read Config. Write Config. Monitor Remote Log

-0 X

= ® d
$7  Help About

[} cRBL103Pro
B EIcoM1
{G@ILAN
B Ewan

B [=ven
€ OpenVPN
fi’,A\arms
EéTasks
B} & Dataservices
@ Pass Through
@ Modbus RTU=TCP
@ Modbus TCP Server
) BAChet/IP
fIOPC UA
B & Cloud
@MQTT Client
@MQTT Client Il
QA 10T
@HUAWEI loT

Variable Name Address Type Address  Value Unit

4G Settings

Mainland China does not need to be set.

Data type Varibale Key Map Address Ratio

4G Setting

Item

Description

APN

Access Point Name of SIM card

User

User Name of SIM card

Password

Password of SIM card

4.2.7 OpenVPN Introduction

Only BL101Pro and BL103Pro have the OpenVPN function, and the gateway device is the

client. According to the IP assigned by the OpenVPN server to the gateway device client, you

can directly enter the gateway client IP in the "Device IP" item of the configuration software

login interface, and click Connect to log in to the gateway device.
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LPap s

Search Clear Import Export Read Config.

4@ & © © B ™ @ a

13 Help About

OpenVPN

= t5,BL103Pro
@-Ecom
@ @LAN
@ EWAN
(‘A’]/lG
B 2veN

1% Alarms
@Tasks
= @DalaSewices
€0 Pass Through
9 Modbus RTUSTCP
€ Modbus TCP Server
@ BAChet/IP
©OPC UA
E-&Cloud
MQTT Client
@ MQTT Client Il
@Al laT
@ HUAWEI loT

a type Varibale Key Map Address Ratio

variot) @) Evabe]

Client/Server Client
IP/Domain
Port 1194
TCP/UDP upp
TUN/TAP TUN
Authentication Mode Passward Only
User Name
Encryption Algorithm AES-256-GCM
CA File
Client Certificate File

Client Key File

JE L

Compressian Algorithm 1zo

Eomee

OpenVPN

Item

Description

Client/Server

Gateway device as client "Client"

IP/domain name

The address of the server with which the client establishes an

OpenVPN connection

Port The TCP/UDP port provided by the server for establishing a
connection, the default is 1194.

TCP/UDP The protocol used in the communication between the client and the
server, and the connection method is selected according to the server.

TUN/TAP In TUN mode, 3 Layer tunnel is established to realize point-to-point
transmission. In TAP mode, 2 Layer tunnel is established to implement
transparent transmission of IP packets. Select the connection method
according to the server.

Authentication Select from "Password Only", "Certificate Only", "Password and

Mode Certificate" as required

User name Username of the client, not required for "certificate only" mode.

Password Client user name password, not required for "certificate only" mode.

Encryption Select the data encryption algorithm, and select the connection encryption

Algorithm algorithm according to the server.

CA File Select File Upload, the root certificate provided by the OpenVPN
server.

Client Certificate | Select File Upload, the client certificate generated by the user based

File on the root certificate.
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Client Key File Select File Upload, the key corresponding to the client certificate.
Compression Select from "LZO" and "LZ4" according to the OpenVPN server
Algorithm selection.

OK Confirm OpenVPN configuration

Cancel Cancel OpenVPN configuration

4.2.8 Alarm and Event Configuration

Click "Alarms", move the mouse to the right box, right click, click "Add", to enter "Alarm

and Event" setting box. You can configure the data points, action and the action to be

performed for alarm recovery.

4.2.8.1 Alarm Points Configuration

e p s

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.3 =

t A © O B & @

Search Clear Import Export Read Config. Write Config. Monitor Remote Log &3 Help

X
i
About

Bl chBL103PrO
@B EIcoM
[(ZILAN
B @WAN
“A’)4G
B E9veN
) OpenVPN

EéTasks

B @DataSewi(es
0 Pass Thraugh
@ Modbus RTU=STCP
@ Modbus TCP Server
§BAChet/IP
QOPC UA

B & Cloud
@MQTT Client
@MQTT Client Il
@Al loT
@HUAWEI loT

Port Device Variable Name  Alarm Name High Limit Low Limit Alarm Type  Jitter Delay(s) ~ Alarm Key

Delete
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Search Clear Import Export Read Config. Write Config. Monitor Remote Log X Help About
B gh8L103pr0 Port Device Variable Name ~ Alarm Name High Limit Low Limit Alarm Type  Jitter Delay(s) Alarm Key
B Ecom1
B (@LAN Alarms
®= @WAN Alarm Triggered Execution Action Alarm Recovery Execution Action
::An G Port Device Write Point ~ Write Valut || Port Device Write Point ~ Write Value
B E=ven Alarm Name |
@ OpenVPN Alarm Key ALARMOOT
Variable Name Add
[@Tasks High Limit
B} & Dataservices Low Limit
&0 Pass Throu: Alarm Type Alarm when closed 3
@ Modbus RT| Jitter Delay(s) 2
@ Modbus TC|
@ BACnet/IP
QOPC UA
B &> Cloud
@MQTT Client
@MQTT Client Il
@Al loT
@ HUAWEI loT
BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
26 9 & @& 4 ©® B ®m® G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log #3Z  Help About
B g4 81030 Port Device vl e e Type  JitterDelay(s)  Alarm Key
grezcomt Variable Type _ Port Device Variable Name
B EILAN |Cnﬂaciinn Point COM1 _M140T Dot ]
EWAN Collection Point  COM1 | M140T pO2 -covery Execution Action
(RMG Collection Point  COM1 | M140T Do3 E Write Point  Write Valu
B Even A T Collection Point | COM1 | M140T DO4
CioHERVEN o T Collection Point | COM1 | M140T DO5
Collection Point | COM1 | M140T D06
Venzhic Hame A Collection Point ~ COM1  M140T DO7
[F@Tasks Hoh Line Callection Point  COM1 | M140T pos
= @ DataServices Low Limit Collection Point  COM1 | M140T DIN1
@ Pass Throug Alarm Type Alarm when closed v Collection Point  COM1 | M140T DINZ
©Modbus RT! Jitter Delay(s) 2 Collection Point | COM1 | M140T DIN3
© Modbus TC Collection Point | COM1 | M140T DIN4
Collection Point | COM1 | M140T DINS
@BACnet/IP Collection Point | COM1 | M140T DING
@OPCUA Collection Point | COM1 | M140T DIN?
B &Cloud Collection Point  COM1 | M140T DINg
@MQTT Client
@MQTT Client Il |I
D Ali loT
@HUAWEI loT
Alarms
Item Description
Alarm Name Name of Alarm Point

Alarm Key

The MQTT identifier of the alarm point, can be filled in

arbitrarily

Variable Name

Select the data point. Click "Add" to pop up the data point, click
the data point to set the alarm, and click "OK".

High Limit

High Limit alarm value of numeric data points

Low Limit

Low limit alarm value of numeric data points

Alarm Type

Select from Alarmed when closed/opened
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Jitter Delay Within alarm acknowledge time, if data recovered, then no
alarm will be triggered.

OK Confirm alarms setting

Cancel Cancel alarms setting

4.2.8.2 Alarm Event Configuration

Put mouse in "Alarm triggered execution action", right click the prompt box, click "Add" to

enter event configuration box, and set the operation to be performed when the alarm is

triggered. In the same way, put mouse on "Alarm recovery execution action", set operations

when the alarm release.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - a X

Papo b

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About

k @ @ B

B ® G

& :5BL103Pro
@ Ecomt

Port Device Variable Name  Alarm Name High Limit Low Limit Alarm Type  Jitter Delay(s) ~ Alarm Key

@GN
@ EWAN
(‘A’MG
[SRm@IEN
€0 OpenVPN

@Tasks
= @DalaSeNi(as
€9 Pass Throug
& Modbus RT
2 Modbus TC|
@ BACnet/IP
©OPC UA

Alarm Name
Alarm Key
Varisble Name
High Limit
Low Limit
Alarm Type

Jitter Delay(s)

Alarms.

Alarm Triggered Execution Action Alarm Recovery Execution Action

Port Device Write Point  Wiite Value || Port Device Write Point  Write Valut

ALARMOOT

Alarm when closed M

2

E-&Cloud
MQTT Client
@ MQTT Client Il
@Al laT
@ HUAWEI loT
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Search Clear Import Export Read Config. Write Config. Monitor Remote Log i3 Help About
)55 BL103Pr0 Part Device Variable Mame  Alarm Name  High Limi \ Limir T itter Dol e
Add Variable Point
@ EICOMI
Al Varisble Type  Port Device Varisble Name
ZILAN Collsction Point | COM1 M140T po1
EBH@IWAN Alarm Triggered Execution Action | ¢ ja ctian Point | COM1 | M140T po2
(a0 4G Eor: Beice: Wit Polat Follection Paint  {COMi ~|M140T Do3 ]
B} EveN Al Nie - Collection Point  COM1  M140T D4
§ CpenveN Al Koy ALARMO0T Exeaution Event Collection Point | COM1 | M140T pos
; Collection Point  COM1  M140T 006
Variable Name Dot Add o
Write Point Add ||} Collection Point | COM1  M140T DO7
E@\)Tasks High Limit 5 F
Write Valus Collection Point  COM1 M140T po8
B Spataservices e Collection Point | COM1 | M140T DINT
@ Pass Throus Alarm Type Alarm when closed 2 Il Collection Point | COM1 | M140T DINZ
Jitter Delay(s] 2 Collection Point  COM1 M140T DINg
@ Modbus RT! y(s)
€ Modbus TC Collection Point | COM1 M140T DINg
E— Collection Point | COM1 | M140T DINS
Collection Point  COM1  M140T DING
QOPC UA
Collection Point  COM1 M140T DINT
B &Cloud Collection Point | COM1  M140T DINg
@MQTT Client
@MQTT Client I | o |
@Al loT
@HUAWEI loT
Alarms
o 4o
Item Description
Generate the point name according to the selected data point, click
. " " : . .
Write Name Add" to select the data point to be operated. Click on the data point

and click OK

Write Value

Write the value of the data point to be operated, write "1" or "0" for

Boolean, "0" means open, "1" means close.

4.2.9 Task Schedule Configuration

Left click on "Task", move the mouse to the right box, click the right mouse, "Add" will pop

up, click "Add", to enter task schedule setting box, put the mouse in the box, and right click to

enter the operation box, click "Add", to enter Execution Event box.
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Monitor Remote Log
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F3Z  Help About

X

Task Name

[ £hBL103Pro
@ Ecom
B @LAN
@ EWAN
(‘K)A,G
= &veN
) OpenVPN

ﬁ"oA\arms

B EDataservices
€0 Pass Through
€ Modbus RTU=TCP
€ Modbus TCP Server
@ BACnet/IP
§OPC UA

& & Cloud
@ MQTT Client
@ MQTT Client I
DAl loT
@ HUAWEI loT

Delete |

Week

Time
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Monitor Remote Log

W ® d
F3Z  Help About

X

Task Name

B ;%,BL103Pro
@ Ecomt

Week

Time

(GILAN
@ Eywan
| ag
B Even
€9 OpenVPN
ﬁ%Narms

Task Name |
System Action |

UTC Time :

B Epataservices
€9 Pass Through
£ Modbus RTU=TCP
€ Modbus TCP Server
|- g BACnetP
OPC UA
B &Cloud

00 *| Hour| 00 ~
[ Monday

[] Tuesday

[] Wednesday

[ Thursday

[ Friday

[] Saturday

[ sty

Device

Write Point Write Value

NULL 5

Min

==l
Delete

{-@MQTT Client
|- @ MQTT Client I
|- Al 10T

|- @ HUAWE loT
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Search Clear Import Export Read Config. Write Config. Monitor Remote Log 5 Help About
B sh8L103Pr0 Loz bome MWeck Add Variable Point
EZICOM1 Variblesypens|us ot Device; Variable Name
@ EILAN Tasks Collection Point  COM1 | M140T Dol
@ EyWAN Port  Device Collection Point  COM1 | M140T Doz
(gh‘G Task Name. CD::ection Point COoM1 M140T DO3
System Action NULL v Collection Point coMi M140T DO4
EriEven e T Exeaifion Evertt Collection Point  COM1 | M140T Dos
@ OpenvPN xeelon Vel Collection Point  COM1 | M140T DOS
) [ Monday
T Alarms —— il collection Point  com1 | m140T Do7
Liestaii i diene et Collection Point | COM1 | M140T DO8
ElHZDataservices [J Wednesd]  Write Value Collection Point | COM1 | M140T DIN1
@ Pass Through [ Thursday Collection Point  COM1 | M140T DIN2
MRS TR [] Friday Callection Point | COM1 | M140T DIN3
[ Saturday Collection Point | COM1 | M140T DIN4
@Modbus TCP Server ] Sumcdoy [Collection Paint_COMT  M140T DINS ]
@BACnet/IP Collection Point  COM1 | M140T DING
@OPC UA Collection Point  COM1 | M140T DIN7
Bl &Cloud Collection Point  COM1 | M140T DINB
@MQTT Client —
| ok || cancel
Q@MQTT Client I -
@AliloT
@ HUAWEI loT
Tasks
Item Description
Task Name Name of Task Schedule
System Action Can set to restart the gateway device regularly. If it is to schedule other
actions, select "NULL" for this item.
UTC Time Set the time for task scheduling, this time is UTC time.
Week Set the week of the task schedule

Write Point Name | Generate the point name according to the selected data point, click
"Add" to select the data point to be operated. Click on the data point
and click OK

Write Point Value | Write the value of the data point to be operated, write "1" or "0" for

Boolean, "0" means open, "1" means close.

OK Confirm Task Configuration

Cancel Cancel Task Configuration

4.2.10 Data Services

4.2.10.1 Transparent Transmission

At first, set the COM mode to "Pass Through", then set the COM parameters, at last go to

"Pass Through" of "Data Services" to configure it.
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Search Clear Import Export Read Config. Write Config. Monitor Remote Log $X  Help About
= EI?:BU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
EHLAN
EyWAN Serial Port Settings
(Wac Mode Selection Pass Through v
Protocol Settings ——| Collection
B EveN [ racihough
Modbus RTU=TCP
D 0penVPN Alirecilie o i -
. service=>Transparent Transmission to set relevant
1igMlarms parameters.
@ Tasks
=) @DataSewices ~Serial Port Settings
{91Pass Through Baud 0600 Datta Bits 8 ~
@Modbus RTU=TCP Stop Bit 1 ¥ Parity Bit None v

@ Modbus TCP Server

i |

@ Modbus RTU=TCP

@ Modbus TCP Server

@BAChet/IP

QOPC UA
E-&Cloud

@MQIT Client

@MQTT Client Il

@Al 10T

@HUAWEI loT

@ BAChet/IP o Jlent]
§I0PC UA
B &Cloud
@MQTT Client
@MQTT Client Il
S Ali loT
@ HUAWEI loT
BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
Do o A i ® B LG
Search Clear Import Export Read Config. Write Config. Monitor Remote Log £3Z  Help About
= E:] BL103Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
EEICOM1 Pass Through
(ZILAN The configuraticn on this page will take effect only if the serial port is set to the
@WAN transparent transmission mode.
wc oM com1
B Even TCP Mode TCP Server
) @OpenvPN Network Interface | WAN
g atms IP/Domain 192.168.1.196
(BTasks Port 5000
= @DataSewices

-TCP Client Settings

Login Message

Login ACK Message
Heartbeat Message
Heartbeat ACK Message

Heartbeat Interval(s) 60

Ex

Pass Through

Item

Description

COM

COM1

TCP Mode

Select gateway device as "TCP Server" or "TCP Client"

Network Interface

It can only be configured when the gateway device is used as
the server. Select from "WAN", "LAN".

IP /Domain Name

Gateway device used as server, it cannot be configured, and
the selected "WAN" or "LAN" IP will be displayed
automatically.

Gateway device used as client, fill in the IP/domain name that
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is transparently transmitted to the server.

Gateway device used as server, it is shown as monitoring port,

must be filled in.

Port
Gateway device used as client, it is shown as server port, must
be filled in.
) Data package of register connecting server, which can only be
Login Message . . .
filled in when the gateway device acts as a client.
_ Data packet of server responds to the register, which can only
Login ACK Message ) ] )
be filled in when the gateway device acts as a client.
The heartbeat data packet for maintaining the connection can
Heartbeat Message ) . )
only be filled in when the gateway device acts as a client.
Heartbeat ACK The server responds to the heartbeat data packet, which can
Message only be filled in when the gateway device acts as a client.
Cycle time of sending heartbeat package. Default is 60s, which
Heartbeat Interval ) ) )
can only be filled in when the gateway device acts as a client.
OK Confirm Transparent Transmission Configuration
Cancel Cancel Transparent Transmission Configuration

4.2.10.2 Modbus RTU to Modbus TCP

First set the COM mode to "Modbus RTU to TCP", and set the COM parameters, and then go
to "Modbus RTU to TCP" in "Data Services" to configure.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 -
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Search Clear Import Export Read Config. Write Config. Monitor Remote Log
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X
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3. Help About

B ¢ 8L103Pro

[ZILAN
[ZIWAN
154G
B =ven
@ OpenVPN
jﬁ%Alarms
EéTasks
[} & DataServices
& Pass Through

@BACnet/IP
QOPC UA

B & Cloud
@MQTT Client
@MQTT Client Il
@Al loT
@HUAWEI loT

@ Modbus RTUSTCP
@ Modbus TCP Server

Variable Name

Serial Port Settings

Mode Selection Modbus RTU=TCP

- Protocol Settings ——| Collection .

Pass Through

Modbus RTU=TCP

After setting paramet p
service==>Modbus RTUSTCP to set relevant parameters.

Serial Port Settings

Baud| 9600 - Data Bits 8
Stop Bit 1 v Parity Bit Nene

Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
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= £HBL103Pro
EICOM1
(ZILAN
= WAN
(wWag
B Even
69 OpenVPN
ﬁ“’,A\arms
EéTasks
B BataServices
€ Pass Through

@ Modbus TCP Server

9 BACnet/IP

POPC UA
E-&Cloud

) MQTT Client

@ MQTT Client Il

@Al loT

@ HUAWEI loT

Variable Name

Address Type Address  Value

Modbus RTUsModbus TCP

The configurati
serial port is set to the Modbus RTUSTCP mode.

com com1
TCP Mode TCP Server
Network Interface WAN

Port 5000

ion on this page will take effect only if the

Data type Varibale Key Map Address Ratio

Modbus RTU to Modbus TCP Configuration

Item

Description

COM

COM1

TCP Mode

TCP Server, Gateway can only be TCP Server

Network Interface

Select from "WAN" or "LAN”

Port

Fill in the port that monitor the device. Must be filled in.

OK

Confirm Modbus RTU to Modbus TCP configuration

Cancel

Cancel Modbus RTU to Modbus TCP configuration

4.2.10.3 Modbus TCP Server

BL103 gateway supports the Modbus TCP protocol and provides external data through the

Modbus TCP server. Modbus TCP Server is always enabled, just configure the monitoring

port of the device. The IP address of the Modbus TCP server can be selected according to the
requirements of WAN or LAN. Click "WAN" and "LAN" to view the IP address of WAN and

LAN.
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DL 2L @  © O B

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

-0 X

& @ G
$%  Help About

EI {I—:‘JBU 03Pro Variable Name Address Type Address Value
EHCOM1

[ZILAN

[WAN

tRlaG

=N
1 0penVPN
f‘éA\arms
[FdTasks Port 502
B EDataServices
€ Pass Through
& Modbus RTUSTCP

Modbus TCP Server

bt

P )

©BACnet/IP

QOPC UA
E-&Cloud

SMQTT Client

@MQTT Client Il

@Al loT

@HUAWEI loT

Varibale Key

Data type Map Address Ratio

Modbus TCP Server Configuration

Item Description

Port Fill in the monitoring port, the port must be filled in.
OK Confirm Modbus TCP Server setting

Cancel Cancel Modbus TCP Server setting

Modbus TCP host computer is used as the client, and the function codes supported are:

Boolean value supports "01", "05", and numerical value supports "03", "06". The 16-bit byte

sequence is AB and the 32-bit byte sequence is ABCD. Follow master computer to put
Modbus address or the PLC Modbus address (the outside of the mapped address on the
configuration software indicates the Modbus address, and M.XXX indicates the PLC Modbus

address). For the specific address, see the data point page as shown below, and the host

computer configuration You can refer to: 5.4.2 View and send command by KingView
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w T B 3
D4 2o i & @ O ® @ d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
= EhBL1 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key ___Map Address Ratio
& oM Dol 01 Coll Status(0x) o bool DO1 o(Mpooot) none
Doz 01 Coil Status(0x) 1 bool po2 1(vdpooo2) none
003 01 Col Status(0x) 2 bool Do3 2(Mboooz) none
AN Do4 01 Coil Status(0x) 3 boal DO4 3(v.0p0004) none
EWAN DO5 01 Coil Status(0x) a bool DO5 4 dpooos) none
UG DO6 01 Coil Status(0x} 5 bool DO6 5(M.dbo0os) e
SRS po7 01 Coil Status(0x) 6 bool po7 s(Mcpooor) none
€ OpenVPN Dos 01 Col Status(0x) 7 bool Do8 7(vcpooos) none
; DIN1 02 Input Status(1x) o boal DN 8(M.0p0009) none
1 Alarms P
DINZ 02 Input Status(1%) 1 bool DINZ aMcpooio) none
EéTasks
DIN3 02 Input Status(1%) 2 boal DINZ 10(hpoo011) | nene
- Epataservices DIN4 02 Input Status(1%) 3 bool DINg 11(pooo12) none
@ Pass Through DINS 02 Input Status(1x) 4 bool DINS 12(p1pooo13) none
€ Modbus RTU=TCP DING 02 Input Status(1%) 5 boal DING 13(h1poo014) | nene
 Modbus TCP Server DIN? 02 Input Status(1%) 6 bool DINT 14f1po0015) | nene
@ BACheUIP DINg 02 Input Status(1x) 7 boal DINg | 15poooter | one
OPC UA
E-&Cloud
@ MQTT Client
@MaQTT Client Il
@Al loT

4.2.10.4 BACnet/IP

Note: BL101 does not support BACnet/IP.

BAChnet standard is designed for heating, ventilation, air conditioning, and refrigeration

control equipment, and also provides a basic principle for the integration of other building

control systems (such as lighting, security, fire protection, etc.).

BL103 gateway acts as a BACnet/IP server to provide

data. Because the data attributes of

various protocols are different, the two object attributes of AV and BV are unified to provide

data for the current value. The example is the Modbus address of the data point page map

address item on the configuration software.
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Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
DE 2 D2 A ) @ = O q
Search Clear Import Export Read Config. Write Config. Monitor Remote £ Help About
B¢ BL103Pro :
B EIcoMi
@m140T BACnet/IP
N Name Lo i Status Port Device Name Status |
{@WAN Name | o COM1 | M140T ™Y
(4G Tine e e WAN \ ®
B vPN Model Port 47808 \ ®
©OpenVPN Version VendorName Beilai ‘ L)
11§ Alarms T:;Gd : Vendor Identifier 555 } :
[ Tasks pre—— Device Name BeiLai Gateway ‘ °
B & DataServices operator Device ID 555 |
@ Pass Through SIMICCID Object Description BACnet Server
@ Modbus RTUSTCP SIM Status Location CN
@ Modbus TCP Server |
EEEE
QOPCUA
Refresh
E-&Cloud
@MQTT Client
@MQTT Client Il
@Al loT
BACnet/IP configuration
Item Description
Disabled by default, click the button to enable. Gray: Not enabled,
Enable
Green: Enabled.
Network Interface Select from "WAN" and "LAN"
Port Fill in the server port, the port must be filled in. Default: 47808.
Vendor name Default "BeiLai", can be filled in arbitrarily.
Vendor Identifier Default "555", can be filled in arbitrarily.
Device name Default "BeiLai Gateway", can be filled in arbitrarily.
) Default is "555", the device object instance, if there is also a
Device ID o ] ]
BACnet device in the downlink, be careful not to conflict.
Object Description Default "BACnet Server", can be filled in arbitrarily.
Location Default "CN", can be filled in arbitrarily.
OK Confirm BACnet/IP configuration
Cancel Cancel BACnet/IP configuration

Note: The choice of WAN or LAN not only stipulates that the network port of the BACnet/IP
service port is provided for the uplink, but also downlink collection of BACnet/IP.

BACnet/IP host computer data acquisition configuration, please refer to: 5.4.4 View and send

Command by KEPServerEX 6
BACnet/IP data points can be extracted from the gateway and automatically generated, do not

need to be filled in.
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4.2.10.5 OPC UA

BL110 supports OPC UA and provides data as OPC UA server.
The IP address of the OPC UA server can be selected according to the requirements of WAN
or LAN. Click "WAN" and "LAN" to view the IP address of WAN and LAN.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
D4 2L i 1 ® B m® a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 5 Help About
B BL103Pro
EHEEcom1
@m140T OPC UA
AN Name @0 enable Status Port Device Name Status
] WAN Name ® | com |maor ®
(ﬁh;@ Time ®
& Even Y Port 4840 ®
— Verioa [ @) Anonymous ®
0 4G Module User .
Ligaiarms IMEI Password ®
(o esks Signal Strength Security Strategy v ®
= @DataSewi(es e
Certificate El
@ Pass Through SIM ICCID .
@Modbus RTUSTCP SIM Status Fitaietiy E‘
@ Modbus TCP Server _ _ |
QBAChet/IP
] =
B &Cloud
Q@MQTT Client
@MQTT Client Il
QA loT
OPC UA Configuration
Item Description
Disabled by default, click the button to enable. Gray: Disabled, Green:
Enable
Enabled.
Port Fill in the server port, the port must be filled in. Default: 4840
Anonymous Disable by default. Gray: Enabled, Green: Disabled.
User Fill in the user name
Password User password
Security strategy Choose from "none", "basic256", "basic128rsal5", "basic256sha256".
Certificate OPC UA certificate, select File Upload.
PrivateKey OPC UA key, select File Upload.
OK Confirm OPC UA Configuration
Cancel Cancel OPC UA Configuration

OPC UA Client data acquisition configuration, please refer to: 5.4.6 View and send Command

by UaExpert

OPC UA Client data points can be directly extracted from the gateway and automatically

generated, and do not need to be filled in. The name of the data point is composed of the

device name on the configuration software and the variable name, and the Node id is

52

Shenzhen Beilai Technology Co., Ltd. V1.0




r e N
BLIIOT Industrial loT Gateway BL101 BL103

MAKE lIOT €EASIER

composed of the device name on the configuration software and the data point label of the

device.

4.2.11 Cloud Platform

BL103 gateway supports multiple platforms online at the same time

4.2.11.1 MQTT Client

MQTT Client can be connected to cloud with certificate or without certificate.

MQTT Client data format only supports JSON data format of "KingPigeon", "thingsboard",
and "sparkplug b". MQTT data format can be customized. More JSON data format and
customized JSON data format will be supported in the future.

Connect to the ThingsBoard platform, select JSON data format of
"thingsboard-telemetry-gateway". ThingsBoard platform domain name is thingsboard.cloud.
Connect to a platform that supports Sparkplug B, such as the ignition, select the JSON data
format of "sparkplug b", click the button next to the data template item, configure the group
ID and edge node ID in the configuration box.

MQTT Client supports multiple publishing topics, click "Add" in the publishing topic item to
fill in the publishing topic, and you can view the publishing topic name in the drop-down box
of the publishing topic item. Select the release topic name and click "Delete" to delete the
release topic to be deleted.

MQTT Client also supports the selection of different data points for each publishing topic to
publish. Put the mouse cursor in the right box, click the right button, a prompt box will pop up,
click "Add", a data point box will pop up, click the data point to be published, Click "OK".
Double-click a data point to view the properties. As shown in the figure below: The
publishing topic "topic" only publishes the data point "DO1" of the "M140T" device of
"COM1", and other data points are not published.

The "KingPigeon" JSON data format of MQTT Client and MQTT Client Il is the same as that
of KingPigeon MQTT. Refer to: 5.4.19 King Pigeon MQTT Data Format.
"thingsboard-telemetry-gateway" JSON data format, publish and subscribe topic format refer

to the thingsboard official website documentation.

"sparkplug b" JSON data format, publish and subscribe topic format refer to Sparkplug
specification

Note: The data point box is blank by default, if no data point is selected, all data points are
published. If there are multiple publishing topics, only one publishing topic can be blank, and
other topics must select the published data points, and cannot be left blank.
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P o pLsL i + ® w ® a
Search Clear Import Export Read Config. Write Config. Monitor Remote $¥  Help About
B 8L103P10 MQTT Client [

= Eacomt ) Enab|
@M140T Variable Type Port Device Variable Name
@LAN o . Collection Point CoM1 M140T DO1 |
[ZIWAN Part 1883
“A”“G client ID
B Hven User Name
@ OpenVPN Password
ﬁEAlarms )(_509()
[BTasks CAFle
[} Dataservices Glient Cortiticate Flo
@ Pass Thraugh Client Key File
@Modbus RTU=T( Data Template
@ Modbus TCP Se Subscribe Topic
@BACnet/IP Publish Topic
QOPC UA Upload Cycle(s) I
B & Cloud Data Retransmission(_ )
fmar cient ]
@MQTT Client Il [Cox ][ cancel
Al loT
MQTT Client Configuration
Item Description
Green indicates MQTT Client is enabled
Enable o S
Gray indicates MQTT Client is disabled
IP/Domain Name Fill in the IP/domain name to connect to the MQTT server
P Fill in the port to connect to the server, default is 1883, the port
ort
must be filled in.
_ The client identifier used in the MQTT connection message, and
Client ID o ) ] ) .
the server uses the client identifier to identify the client.
The username used in the MQTT connection message, the server
User Name ] o o
can use it for authentication and authorization.
The password used by the MQTT connection message, the server
Password ) o o
can use it for authentication and authorization.
X.509 Click the button to enable. Gray: Disabled, Green: enabled.
CAFile Select File Upload(Select Certificate Connection to fill in)

Client certificate file

Select File Upload(Select Certificate Connection to fill in)

Client Key file Select File Upload(Select Certificate Connection to fill in)
Json data format selection, choose from "KingPigeon",
"thingsboard-telemetry-gateway", "sparkplug b", "yundee", "dI".

Data template Default: KingPigeon. Some data templates have special
configuration, click the button next to it to configure, such as the
group ID and edge node ID of the "sparkplug b" template.

Subscribe Topic Topic of MQTT subscription message. After subscription, the
server can send a publish message to the client for control.
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Topic of MQTT publishing message. It’s used for MQTT to

identify message channel of sending valid load data. Wildcard

Publish Topic ) ) o ) )
can’t be included in publishing message topic name. Click Add to
add more public topics. Click Delete to delete Public Topic
Uploading Cycle Cycle time of MQTT data sending. Default is 30s

Green indicates offline data will be transmitted once network

o recovers; Gray indicates retransmission disable. Max 100,000 data
Data Retransmission ) ) ) ) )
points can be re-transmitted. The previous ones will be deleted if

data point more than that.

) ) Default is blank, means all data uploaded. In the box on the right,
Selection of published . . . ] ]
) click the right mouse button, click "Add", the data point box will
data points . . .
pop up, click the data point, and click OK.

OK Confirm MQTT Client setting

Cancel Cancel MQTT Client setting

4.2.11.2 MQTT Client II

MQTT Client II Configuration is the same as MQTT Client
MQTT Client II configuration refer to 4.2.11.1MQTT Client
MQTT Client II subscribe topic will not be working. MQTT Client Two is used for view data

but not control data from cloud.
MQTT Client IT and MQTT Client“KingPigeon "JSON data format is the same as that of King
Pigeon MQTT. Refer to 5.4.19 King Pigeon MOQTT Data Format
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Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — X
D48 o2 & 3 e B ® 2 G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log £ Help About
‘(‘E;m
B EveN Ali loT
@ OpenVPN ) Enable
Tig Alarms Variable Type Port Device Variable Name  [|,,-
E@'Tasks
&= DataSewices Authentication Mode Device Secret
& Pass Through Region China(Shanghai)
@ Modbus RTU= ®
©Modbus TCP S BNy
@BACnet/IP Desisiae
QOPC LA DeviceSecret | |
B & Cloud cAFile =
©MQTT Client Client Certificate File =]
@MQTT Client I Shectkey i =
Upload Cycle(s) 10
@HUAWEI loT [
@AWS loT —
@ KingPigeon loT]|
@ KingPigeon Modbus loT
{§}Advanced Settings
Alibaba Cloud Configuration
Item Description
Green indicates Ali Cloud is enabled
Enable o ) o
Gray indicates Ali cloud is disabled
Authentication Default is key connection. Select the key or certificate according to
Mode your needs, and choose from "Device Secret" and "X.509".
Region Select Alibaba Cloud Region, default is China(Shanghai)
1P The IP address of Alibaba Cloud Enterprise Edition, not required for
the public edition.
Set the same ProductKey as the one in Ali Cloud. See below image
ProductKey ) ) ] o
(Device-Click DeviceSecret to view it)
) Set the same DeviceName as the one in Ali Cloud See below image
DeviceName ) ) ) o
(Device-Click DeviceSecret to view it)
] Set the same DeviceSecret as the one in Ali Cloud See below image
DeviceSecret . . . _
(Device-Click DeviceSecret to view it)
CAFile Select File Upload(Select Certificate Connection to fill in)
Client certificate file | Select File Upload(Select Certificate Connection to fill in)
Client key file Select File Upload(Select Certificate Connection to fill in)
Uploading cycle Cycle time of data sending. Default is 30s
Default is blank, means all data uploaded. In the box on the right,
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Selection of

click the right mouse button, click "Add", the data point box will

published data pop up, click the data point, and click OK.
points

OK Confirm Alibaba Cloud setting

Cancel Cancel Alibaba Cloud setting

Device Certificate

Device Certificate copy

Productéey

DeviceName

Certificate Installation Modes

~ Introduction 1o the unique-certificate-per-device and unigue-cernficate-per-product modes

Alibaba Cloud platform model is under development, so data points need to be added one by

one. Adding data points is as shown in the figure below: Only the identifier of the Alibaba

Cloud platform needs to be consistent with the variable label on the configuration software.

For example, if the S475 data point temp is collected, and the configured variable label is

"temp", the identifier of the data point added on the Alibaba Cloud platform must be "temp",

and the function name and the variable name on the configuration software can be

different.
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E () AlibabaCloud = & workbencn China (Shanghai) v Expenses Tickels ICP Enterprise  Support {2 A w ® &
€ Publicinstance IoT Platform / Devices / Products / Product Details
Devices « Edit Draft
Products BLiox g ProductKe; a10VeEKKXWy Copy
Devices @ You are editing a draft. You need to diick Pubish to apply the TSL model.
Groups Import TSL Model Version History 2
Jobs creramodensr O+ Default Module

Default Module
Rules Engine

CRCetn cate ‘ Add Standard Feature Add Self-defined Feature

Maintenance +Add Module N Value Range: -214748364
Properties om) power gl ity Edit | Delete
Resource Allocation
Properties humidity (Custom ) humidity int32 Z?!“E_qa_"gi'mm’@ dit Delete
Link Analytics 8 ~ 2147483647
Link Visual Properties temp (Custom) temp Int32 ﬁ“;i:ﬁ;“ms“ Edit | Delete
Documentation and Tools Boolean value:
Properties Ding (Custom) DINg Boolean =0 Edit | Delete
1-1
2 Feedback
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
B £ o 0
LDaeap o @4 d @ O B ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log X Help About
B} BL103Pro Variable Name Slave ID Address Type Address  Value Unit  Data typd Varibale Key Map Address  Ratio
B @comt tem 1 04 Input Registers(3x) 24 int16 termp opvacooony 1|
humidity 1 04 Input Registers(3x) 25 int18 humidity 1(M.400002) 1
QM140T
power 1 04 Input Registers(3x) 14 uint16 | power 2(M.400003) 1
[SEmIEL
[ZWAN
RlaG
B E9veN
€0 OpenVPN
ﬁ%A\arms
@Tasks
[ & Dataservices
€9 Pass Through
€9 Modbus RTU=TCP
€9 Modbus TCP Server
& BACnet/IP
OPC UA
E-&Cloud
@ MQTT Client
@MQTT Client Il

Note: Alibaba Cloud devices shadow is not supported, send command through online

debugging.

4.2.11.4 HUAWEI Cloud

HUAWEI Cloud can be connected with or without Certificate.

It supports multiple service IDs. Click Add to set Service ID. ID can be viewed from the
drop-down list. Click Delete to delete service ID. HUAWEI Cloud supports uploading certain
datapoints of each Service ID. Right click the box and click Add to enter datapoint dialog box.
Select the datapoint to upload and click OK to confirm it.
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Note: 1. Datapoint box is blank by default which means all datapoints will be uploaded. If

there” re multiple Service IDs, only one Service ID datapoint box can be blank. Datapoints for

uploading must be selected for other Service IDs.

2, HUAWEI Cloud devices shadow is not supported, send command through synchronization
command.
BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 o
= v ) -
DE LS @ 3 ® ® @ d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log $%  Help About
(846
E-EveN | HUAWEI loT
& OpenVPN E ) Enable |
g Atarms Variable Type Port Device Variable Name
[@Tasks Authentication Mods Device Secret
[ & Dataservices 1P/Domain
@ Pass Through Port 1883
@ Modbus RTUSTCP Device ID
@ Modbus TCP Server Device Key
@ BACnet/IP CAFile E
@OPCUA Client Certificate File [=
E-&Cloud Client Key File E
@MQTT Client Server ID
@MQTT Client Il Upload Cycle(s) 30
@Al loT Data Retransmission{_JI
QAWS loT
Cancel
@ KingPigeon loT
@ KingPigeon Modbus loT
@}Advanced Settings

HUAWEI Cloud Configuration
Item Description
Enabl Default is not enable, Green indicates HUAWEI Cloud is enabled
nable
Gray indicates HUAWEI cloud is not enabled
Authentication Default is key connection. Select the key or certificate according
mode to your needs, and choose from "Device Secret" and "X.509".
Select connecting to HUAWEI Cloud via MQTT to enter
console. Click Overview to get server IP address of device
connection
IP/Domain Name e
D ::I - : 1 M(e;'r. - Access Protocol (Port) Access Address
= Storage Management i i =
(] v x e AMQPS (5671) =
A S CoAPS (5684 (=
& | | ioroan Device a (=
Documentation £ MQTT (1883) | MOQTTS (8883) D_
P Default is 1883, fill in 1883 for connecting with Secret Key, fill
ort
in 8883 for connecting with Certificate (Required)
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Device ID

Set the same ID as the one in HUAWEI Cloud(Device-Device
ID)

% Huawel cLouD

= loT Platform

Device Key

Set the same Device Secret Key as the one in HUAWEI Cloud
when creating device in HUAWEI Cloud. It can be reset in
device authentication if forgot. (Not necessary if connecting with

certificate is selected)

CAFile

Select File Upload(Select Certificate Connection to fill in)

Client certificate
file

Select File Upload(Select Certificate Connection to fill in)

Client key file Select File Upload(Select Certificate Connection to fill in)
Set the same Service ID as the one in HUAWEI Cloud. (I0T
Platform-Products-Add Service-Service ID)
" HUAWEI CLOUD
= ol faull BL101 io: | Add Service :
o | ORI octeus — |
Server ID 2 . |- @
& Storage Management :
D | e e . ] Cancet
<& Resource Spaces
| v
® Documentation & ol Service 1D: serviee i
SRR INZ A RS 1D
Upload cycle Cycle time of data uploading. Default is 30s
Green indicates offline data will be transmitted once network
Data recovers; Gray means retransmission disable. Max 100,000 data
Retransmission points can be re-transmitted. The previous data will be deleted If

more than that.

Selection of

Default is blank, means all data uploaded. In the box on the right,

published data click the right mouse button, click "Add", the data point box will
points pop up, click the data point, and click OK.

OK Confirm HUAWEI Cloud setting

Cancel Cancel HUAWEI Cloud setting
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HUAWEI CLOUD platform data point settings are as follows: If multiple service IDs are set
on the configuration software, and each service ID has different data points, the HUAWEI
CLOUD platform needs to add attributes to the corresponding service IDs. The attribute name
is filled with the variable label of the corresponding data point on the configuration software.

For example, if the M140T data point DO1 is collected, and the variable label on the

configuration software is "DO1", the attribute name of the attribute added on HUAWEI
CLOUD should be "DO1".

scts | BLADY

BL101 1 sonssoozsssarenzebnisats | Regsiersased  Edit Property

0 ProdutName  BLIY

BLIKC

B
modbus W Mart
(&)
Devi - fson i Jan 22,2021 111218 GMT+08 00
B e = finge ata Type intages . i -

& Read N
L o
_ Model Definition Qnline Debugaing Topie M Yien R i i il
®
3 {cetiioas L ks it ' U ALas B/ aer e || - Eapo
@ & S
SE L @ c Servl Modify Service  Deleta Service
1 @
AP Explorer a Ex -
D Peieg =
P bt & ik Propeny Name Daa Type Bcces\ttode Description
e o1 Inioger Feadabidirlable
S7_200SMART
E Do2 Integer Readabie ¥ Ngabis
BO3 Integer Readable, Writdyie
DOd Integer Readabie Writabk
DOS Integer Raadable Writabls
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — 0 X
g i s
P28 2 2 A 1 B ®m e G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log £ Help About
=] Ehguggpm Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
& com Do1 01 Coil Status(0x) 0 bool Do1 0{M.000001) none
D02 01 Coil Status(0x) 1 bool DO2 1(M.000002) none
DO3 01 Coil Status(0x) 2 bool DO3 2(M.000003) none
Bl LN DO4 01 Coil Status(0x) 3 bool DO 3(M.000004) none
Q5475 DO5 01 Coil Status(0x) 4 bool DO5 4{M.000005) none
[ZWAN D06 01 Coil Status(0x) 5 bool (e 5(M.000006) none
WaG DO7 01 Coil Status(0x) 5 bool po7 6(M.000007) none
B Even DO8 01 Coil Status(0x) 7 bool Do8 7(M.000008) none
DINT 02 Input Status(1x) 0 bool DIN 8(M.000009) none
@ OpenVPN
X DIN2 02 Input Status(1x) 1 bool DIN2 9(M.000010) none
i Alarms
DINZ 02 Input Status(1x) 2 bool DINg 10(M.000011)  none
E\GT“"S DINA 02 Input Status(1x) 3 bool DINg 11(M.000012) none
= @DataSewices DINS 02 Input Status(1x) 4 kool DINS 12(M.000013) none
@ Pass Through DING 02 Input Status(1x) 5 bool DING 13(M.000014)  none
€ Modbus RTUSTCP DIN7 02 Input Status(1x) 5 bool DINT 14(M.000015)  none
DINg 02 Input Status(1 7 bool DINg 15(M.000016)
@ Modbus TCP Server nput Stabus (i o - pons
R BACnet/IP
QOPC UA
E-&yCloud
@MQTT Client
@MQTT Client Il

4.2.11.5 AWS(Amazon Web Service)

Note: 1. Data point box is blank in default which means all data points will be published. If
multiple topics are published, only one topic data point box can be blank. For other topics,

data points for publishing must be selected. 2. AWS Cloud shadow function is not supported.
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BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
P2 a8 & i ' @ B ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3 Help About
Wag Variable Name Address Type Address __ Value Unit___ Datatype Varibale Key Map Address Ratio
[ AWS loT
e ) Enable
@ O0penvPN —_— Variable Type Port Device Variable Name
ﬁ";A\arms
Eé,Tasks
(= @DataSewi(es {F/Bocaain
@ Pass Through Fodt BgES
©Modbus RTU=T| Thing
@ Modbus TCP Se hietit
©BAChet/IP Chbl L]
QOPC UA Client Certificate File [=]
B & Cloud Client Key File E
@MQTT Client Publitulcot:
QMQTT Client I Hetesdltrciel 0
Al loT
@HUAWEI loT

ST ] [ox Jcone]

@KingPigeon loT
@ KingPigean Modbus loT
{§}Advanced Settings

AWS Configuration
Item Description
Default is disable. Green indicates AWS is enabled
Gray indicates AWS is disabled

Enable

Fill in the terminal node, enter the console, and click "Things" -

"Interact".

AWS 10T x AWSIoT > Things > BL1OT

Moniitor

Activity

» Onboard

Actions |

IP/Domain Name

¥ Manage

Details This thing already appears to be connected. Connect a device

Thing groups.

HTTPS

Billing groups

Jobs Update yaur Thing Shadow using this Rest APl Endpoint. Learn more

Ioh templates Shadaws
Tunnats I
B Fleet Hub Activity AT

> Greengrass
2 Use topics to enable applications and things to get, update, or delete the state information for a

> Secure o Thing (Thing Shadow} Learn more

Port 8883(Required)
Thing Fill in the ARN
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AWS loT X AWSIoT > Things > BL101

Manitor

Activity

» Onboard

¥ Manage

Things

Types

Thing ARN

A thing Amazon Resource Name uniquely identifies this thing.

Type

Thing groups

Billing groups

Jobs

Job templates

Tunnels Interact

Fill in AWS account ID

aws Services ¥ Q. Search for services, features, k [t+5] L

AWS loT X AWSIoT > Things > BL101 Fy Acmt

My Organization

Monitor
Client ID Activity My Service Quotas
W, My Billing Dashboard
My Security Credentials
¥ Manage
Things | Details Thing ARN Sign Out
TyDES Security ~ 3 ¥ i
- : A thing Amazon Resource Name uniquely identifies this thing.
Thing groups s
CAFile Select File Upload
Client certificate Select File Upload
file
Client key file Select File Upload
Topic created when creating a rule, topic name used by MQTT to
publish messages, click "Add" to fill in the published topic
name. Click Add to create more Publish Topics. Select Publish
Topic and click Delete to delete it.
aws Services w @, Seorch for se
Tunnels
Publish Topic > Floos b g
» Defend | overview Description
Rule query statement
- Test The source of the s you want to process with this ruk
RAQIET tast clisnt Using SQL version 2016-05-23
Uploading cycle Cycle time of data uploading. Default is 30s

Selection of

Default is blank, means all data is uploaded. In the box on the

published data right, click the right mouse button, click "Add", the data point
points box will pop up, click the data point, and click OK.

OK Confirm AWS setting

Cancel Cancel AWS setting
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4.2.11.6 King Pigeon Cloud via MQTT

King Pigeon MQTT Data Format refer to: 5.4.19 King Pigeon MQTT Data Format

Configure it as below

P a p e

Search Clear Import Export Read Config. Write Config. Monitor Remote Lo

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

t ¥ © B &)

Z

g X

3
!

£3Z  Help About

(wag
(SR

KingPigeon loT

9 OpenVPN
ﬁ“’,A\arms
EéTasks
B BataServices
€ Pass Thraugh
& Modbus RTUSTCP
@ Modbus TCP Serve:
@ BACnet/IP
DOPC UA
E-&Cloud
@ MQTT Client
@MQTT Client Il
Al loT

Variable Type Port Device

1883.dtuip.com
1883

Client ID

User Name maTT

MQTTPW

Subscribe Topic

Publish Topic | |

Upload Cycle(s)

Data Retransmission(__ )

30

Variable Name

@HUAWEI 10T

“ OK ICan:eI

DAWS loT

o rarcesiier]

{§}Advaﬂced Settings

P KingPigeon Modbus loT

King Pigeon IoT Configuration

Item Description
. Green indicates King Pigeon cloud via MQTT is enabled, Gray
indicates disabled
IP/Domain Name 1883.dtuip.com
Port Default 1883, must be filled in
Fill in device serial number issued by King Pigeon (Contact
Client ID King Pigeon sales to get the serial number if required to connect
to King Pigeon cloud)
User Name MQTT
Password MQTTPW
Subscribe Topic King Pigeon Device Serial Number/+
Publish Topic King Pigeon Device Serial Number
Uploading Cycle Cycle time of MQTT data uploading. Default is 30s
Green indicates offline data will be transmitted once network
Data recovers; Gray indicates retransmission disable. Max 100,000
Retransmission data points can be re-transmitted. The previous data will be
deleted if more than that.
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Selection of Default is blank, means all data is uploaded. In the box on the
published data right, click the right mouse button, click "Add", the data point
points box will pop up, click the data point, and click OK.

OK Confirm King Pigeon MQTT setting

Cancel Cancel King Pigeon MQTT setting

King Pigeon MQTT data points configuration. First, add data points, and then go to the
setting link protocol item to configure the data point identifier. The identifier of the data point
is the same as the variable label on the configuration software. For example: collecting
M140T data point DO1, the variable label on the configuration software is "DO1", then the
read and write identification on the King Pigeon Cloud should be "DO1". The names of the

sensors on the platform can be configured inconsistently in the software.

©® s

< p & om

Dropping  Gustom 60

sles e e e e e o= e o

(O]

Link Protocol

TGP Protocol

BLIK(MQTT)
HTTP Protocol

MB RTU
MB TCP

MQTT Protocol
Al Sensors

UDP Protocol

TCP JSON Protocol

CTCoAP Protocol

o @l « 0 % p » ON

NB-IoT Protocol

CoAP Protocol
Dot D02 D03 D04

endy ID: 2358407 Sensor ID: 2363408 Sensor ID: 2368409 Sensor ID: 2363410

Readwrite D02 Readwite  DO3 Readwrite  DO4

DO5 D06 o7 Do8 DN

Sensor ID: 2368411 Sensor ID: 2368412 Sensor ID: 2368413 Sensor ID: 2368414 Sensor ID: 2368415
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Blilot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 — X
B Rl -
P £ & A L @ B ® @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log £ Help About
= EI'-!BU 03Pro Varable Nam, ddress Tuo: Addn aly Loit Daiatos aibale i Map Address Ratio
& com I DO1 01 Coil Status(0x) 0 bool Do1 0{M.000001) none
D02 01 Coil Status(0x) 1 bool DO2 1(M.000002) none
DO3 01 Coil Status(0x) 2 bool Doz 2(M.000003) none
Bl LN DO4 01 Coil Status(0x) 3 bool DO 3(M.000004) none
DO5 01 Coil Status(0x) 4 ol DO5 4{M.000005) none
@5475 il ool
EIWAN DO6 01 Coil Status(0x) 5 bool DO 5(M.000006) none
WaG DO7 01 Coil Status(0x) 5 bool DO7 6(M.000007) none
& Fven DO8 01 Coil Status(0x) 7 bool Do8 7(M.000008) none
1 DINT 02 Input Status(1x) 0 bool DIN 8(M.000009) nane
@ OpenVPN
X DIN2 02 Input Status(1x) 1 bool DIN2 9(M.000010) none
i Alarms
DINZ 02 Input Status(1x) 2 bool DINZ 10(M.000011)  none
E\GTBS"S DINA 02 Input Status(1x) 3 bool DINg 11(M.000012) none
= @DataSewices DINS 02 Input Status(1x) 4 kool DINS 12(M.000013) none
@ Pass Through DING 02 Input Status(1x) 5 bool DING 13(M.000014)  none
€ Modbus RTUSTCP DIN7 02 Input Status(1x) 5 bool DIN7 14(M.000015)  none
€ Modbus TCP Server DINg 02 Input Status(1x) 7 bool DINg 15(M.000016)  nene
@ BACnet/IP
QOPC UA
E-&yCloud
@MQTT Client
@MQTT Client Il

4.2.11.7 King Pigeon Cloud via Modbus

Both King Pigeon Cloud and custom Modbus cloud can be connected via Modbus RTU

protocol. BL103 supports function code 01, 05 of Boolean data and function codes 03, 06 of

numerical data. 16-bit byte sequence is AB and 32-bit byte sequence is ABCD.

Pe oo b

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

® © B

- o X

= ® G
£ Help About

154G
B =ven KingPigeon Modbus loT
D OpenVPN ) Enable|
ﬁ%Alarms Namg Status Port Device Name Status
[BTasks N‘amg A e s e e L comt |misor ®
B} EDataservices :/“'“: | e e ® |wn s ®
& Pass Through Fa Port 6651 :
@Modbus RTUSTCP 46 Module Modbus Station 1 3
@ Modbus TCP Server IMEI Login Message L ]
@BAChet/IP Signal Stren Eonin ATK Meemmoe ®
@OPC UA operater Heartbeat Message Q
- &Cloud Z:: ISC:‘D Heartbeat ACK Message A
@MQTT Client Heartbeat Interval(s) 60
@MQTT Client Il
ouier e
@HUAWEI loT Refresh
QAWS laT
& KingPigeon loT
{@}Advanced Settings
King Pigeon Modbus IoT
Item Description
Enable Green indicates King Pigeon Cloud via Modbus is enabled
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Gray indicates disable

IP/Domain Name

modbus.dtuip.com

Port

Default is 6651, must be filled in

Modbus Station

Set Modbus communication address of this Gateway device

Data package of register connect server. Contact King Pigeon

Login Message ) .

sales for serial number if you need.
Login ACK Not required for King Pigeon Cloud, data packet of the server
Message responds to the registered.

Heartbeat message

Q, Heartbeat packets to maintain the connection.

Heartbeat ACK A, The server responds with heartbeat packets.

message

Heartbeat Interval Cycle time of sending Heartbeat messages, default is 60s
OK Confirm King Pigeon Cloud via Modbus setting

Cancel Cancel King Pigeon Cloud via Modbus setting

Configure datapoint in King Pigeon Cloud as below picture. First create datapoint, then

configure Modbus ID, function code, address, data format, byte sequence and data collection

cycle. Modbus address in King Pigeon cloud and configuration software is deviated by 1. For

example: to collect M140T data point DO1, the Modbus mapping address on the

configuration software is "0", then fill in "1" for the King Pigeon cloud bias. The names of the

sensors on the platform can be configured inconsistently in the software.
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Link Protocol = Device List
Read write instr - x
TCP Protocol
BL10x(Modbus RTU| o
TP Bt Wl i o ™ oo o omtomst oo omome AN
MB RTU ‘
1 Pp—— : 0
MB TCP
MQTT Protocel 1 Pep—— 2 0
'UDP Pratocol b—
003 01Read and wiite. 3 0
TCP JSON Protocal
P s oo 0
Ne-ioT Protocol ws
‘CoAP Protocol
8 oo 1 0
1 p—— i 0
os 1 o1Resd snd wrte s 10
:
=l ’ o 1 PRS- s "
0 o 1 W1Read andurts 0 W
005
ows 1 O1Read andwte i 0
2 oM 1 o1Reac ang
H
q A B B
Blilot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - 3 X
= Pray & s
p é -)a (-a t ¥ ® @ B B @ i
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 13 Help About
Variable Name Address Type Address | Vakie Unit; | Datatype Varibale Key ap Address Ratio
1 BL103Pro
DOo1 01 Col Status(0x) 0 bool Do o(§.0000071) none
E-Ecom
DO2 01 Coil Status(0x} 1 baol Do2 1(1§.000002) none
DO3 01 Col Status(0x) 2 boal o3 20.000003) none
EFELAN DO4 01 Col Status(0x) 3 bool DO4 30§.000004) none
98475 DO3 01 Coil Status(0x} 4 baol DOS5 404000005} none
WAN DOB 01 Coil Status(0x) 5 bool DO6 5(1§.000006) none
4G Do7 01 Coil Status(0x) 5 bool Do7 5(4.000007) none
Do8 01 Coil Status(0x) 7 boal Do8 701§.000008) none
=veN
= DINT 02 Input Status(1x) o bool DINT 8(\.000009} none
& OpenVPN a
pen’
) DIN2 02 Input Status(1¥) 1 bool DINZ 3(§.000010) none
T Alarms
DIN3 02 Input Status(1x) 2 baol DINZ 10§.000011)  none
EéTaSkS DING 02 Input Status(1x) 3 bool DINg 114V.000012) none
EHEDataServices DINS 02 Input Status(1x) 4 boal DINS 124.000013) none
p
Pass Through DING 02 Input Status(1x) 5 bool DING 13¢V.000014) none
g &
© Modbus RTUSTCP DIN? 02 Input Status(1%) 5 bool DIN? 140.000015)  none
DINB 02 Input Status(1¥) 7 bool DING 15§\1.000016)  none
€9 Modbus TCP Server Bl
@ BACnet/IP
@OPC UA
E & Cloud
@ MQTT Client
@ MQTT Client I

S BL103 Gateway Application Example

5.1 Modbus Protocol Devices Data Acquisition

Take the COM port to collect the DI and DO data of the remote I/O module M140T, and the
LAN port to collect the data of the RTU S475 as an example. The COM port is collected
through the Modbus RTU protocol, and the LAN port is collected through the Modbus TCP
protocol. The WAN port of the BL103 is connected to the LAN port of the R40 router, and the
R40 router provides the network to the BL103 gateway.
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5.1.1 M140T and S475 Connect to BL103

Module

Industrial Router

RTU

The LAN port of the BL103 gateway is connected to the switch, the S475 is connected to the
switch, and the LAN port is used to collect the S475 data through the Modbus TCP protocol.
When the LAN port is connected to a switch, the LAN port cannot be connected to network
cables from other network segments. Use the COM port to collect the data of the M140T
through the Modbus RTU protocol, connect the collected data to the 4G router R40 through
the WAN port, and use the routing function of the R40 to upload the data to cloud platform.
Note: Both the WAN port and the LAN port can collect data from equipment. The example is
to introduce the LAN port collection. The configuration of the WAN collection equipment is

the same as the configuration of the LAN.
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5.1.2 COM Port Configuration for Data Acquisition

5.1.2.1 COM Port Configuration

COM collects M140T data through Modbus RTU. The COM port configuration is as follows:

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
PapLso @A .4 © B ® @ G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log % Help About
& ghBL103Pr0 Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
(ZLAN
EIWAN Serial Port Settings
EI VPN -Protocol Settings
£ OpenV/PN Device Brand Modbus
1% Alarms Device Model MODBUS_RTU =]
@ Tasks L
=] @Da[asewices ~Serial Port Settings
@ Pass Through Baud 9600 ¥ Data Bits 8
@ Modbus RIUSTCE Stop Bit 1 ~ Parity Bit None
@ Modbus TCP Server
) BACnet/IP ml
©OPC UA
= &Cloud
@ MQTT Client
@MQTT Client Il
@Al loT
) HUAWEI 10T

(1) Double-click "COM1" (2) Mode selection: Collection. (3) Because the M140T device is
collected through the RS485 COM port, use Modbus RTU protocol, the device brand:
Modbus, and the device model: Modbus RTU. The polling interval and timeout are set by
default and set according to requirements. (4) The baud rate, stop bit, data bit, and parity bit
are configured according to the parameters of the M140T RS485 port, which are consistent
with them. (5) Click "OK".

Note: Click "Write Configuration", the gateway device will restart automatically, and the

configuration of the COM port will take effect after restarting.
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5.1.2.2 Add COM Port Device M140T

BLiiot Beilai Industrial Gateway www.BLiioct.com V1.1.3.8 = X

Search Clear Import Export Read Config. Write Config. Monitor Remote Log X Help About
Map Address Ratio

B chBLiospro
Bllecom ]
[ILAN
LIWAN
(KA!J45
B EveN
@ OpenVPN

&/

Variable Name Address Type Address  Value Unit  Datatype Varibale Key

Device Information

Device Name 1407

Slave ID 1

ﬁ‘(’,Alarms
&.\)Tasks
B} & DataServices

16-bit Data Type
32-bit Data Type

Wirite Function Code

AB
ABCD

15118

@@ Pass Through
@Modbus RTUSTCP
@ Modbus TCP Server
@BAChet/IP
GOPC UA

B &Cloud
@MQTT Client
@MQTT Client Il
Q Al 10T

i

1) Click "COMI1", right-click, and click "Add" to enter the configuration box. (2) Fill in the
device name, such as: M140T. (3) The slave ID is filled in according to the Modbus ID of the
acquisition device. For example, the Modbus ID of the M140T is "1", therefore, fill in "1". (4)
Select the data type according to the data to be collected. The example is to collect the DI and
DO of the M140T, both of which are Boolean type, not numeric type register, select as default.
(5) Write function code: As default, M140T supports writing multiple registers. (6) Click
"OK" to add the M140T device.

Note: After clicking OK, the added devices will be displayed under COM1, as shown in the
figure above. If you want to add multiple devices, repeat steps (1)-(6).

Note: Click "Write Configuration" to restart the gateway device automatically. After restarting,
the M140T device with the COM port added will be added successfully.
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5.1.2.3 Add M140T Data Point

Bliiot Beilai Industrial Gateway www BLiiot.com V1.1.3.8 — 0 X
= AT = 23 A
}D Ble D t 4 O B W @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 417 Help About
= E:]!BU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
B Ecomi pot 01 Coil Status(0x) 0 baol DO1 0(141.000001) none |
Do2 01 Coil Status(0x) 1 bool Do2 1(M.000002)
DO3 4 - - — 2(M.000003)
EILAN i Variable Properties B
EIWAN DO5 4{M.000005)
() .
A 4G H06 Narisble Name po1 Varibale Key pot Bl it prafie
B Fven po7 = 6(M.000007)
N— ooe OCT/DEC/HEX Decimal e
oA DINY Address Type | 01 Coil Status(0x) Address 0 8(M.000009}
'o arms
(5 Tasks e Data type bool - Add Number 1 HM000010)
© DIN3 10(M000011)  none
= @DataSewi(es DINg Read/Write Read/Write ¥ Ratio none 11(M.000012)
D Pass Through DINS Map Address 0 Variable Unit 12(M.000013)
& Modbus RTUSTCP DING 13(M.000014)  none
Modbus TCP Server DIN? 14(M.000015)  none
© : (o Joer
@EAChet/IP DINg 15(M.000016)  none
POPC UA
E- & Cloud
@MQTT Client
@MQTT Client Il
Al loT

(1) Click "M140T", right click the box on the right, and click "Add" to enter data point setting
box. (2) Variable name: Name the data point, such as: DOI. (3) Variable key, which can be
filled in arbitrarily. The identifier cannot be repeated, for example, the MQTT identifier of the
DO1 data point is filled in as DOL1. (4) Select the acquisition address and choose data format
according to the requirements, OCT/DEC/HEX are octal/decimal/hexadecimal respectively.
The collected Modbus protocol address is input in decimal, so the example selects decimal. (5)
Address type: Select according to the function codes supported by the collected data points.
For example, the DO of the collected M140T supports the "01" function code, so select "01
Coil Status", and DI supports the "02" function code, so select "02 Input Status” (6) Address:
the register address of the data point, such as: data point DO1 is "0" register address in the
M140T, so fill in "0". (7) Data type: Select according to the data point, such as: DI and DO of
M140T are both coil types, so select "bool". (8) Add number: If it is collecting continuous
addresses, the same function code can be collected multiple times. (9) Read/Write: select
automatic identification according to the option of "Address Type". (10) Map address: fill in
the address where the collected data points are stored to the BL.103 gateway device, which
can be filled in at will. Mapped addresses cannot be duplicated. Range: 0-2000. For example,
the data collected from DO is stored in the “0” register address of the BL103 gateway. The
outside of the mapping address on the configuration software represents the Modbus address,
and M.XXX represents the PLC Modbus address. (11) Variable unit: fill in as required. (12)
Click "OK".

Note: After clicking "OK", the data points will be displayed as shown in the figure above. If

you want to continue adding data points, right-click on the box and click "Add" to enter data
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point configuration box, repeat (2)--( 12) Steps.
Note: Clicking "Write Configuration" will restart the gateway automatically, and the data
points added by the M140T will take effect only after the restart.

5.1.3 Ethernet Port Configuration for Data Acquisition

Both the WAN port and the LAN port can collect data from devices, and the configuration

principles are the same.

5.1.3.1 LAN Port Configuration

Below is the example of configuring LAN port to connect S475.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X

2 & » 8 t 4 ® © B @ G

Search Clear Import Export Read Config. Write Config. Monitor Remote Log &3, Help About

=) EI_&BU 03Pro Variable Name Address Type Address Value Unit Data type Varibale Key Map Address Ratio
EleEcomMt
QM140T
E|
[ WAN
(EA:14G
B E9veN
@ OpenVPN
ﬁ‘&A\aw ms
[(BTasks MAC Address 08:00:27:50:16zac
B @DataSewi(ss
@ Pass Through
@Madbus RTUSTCP
@ Madbus TCP Server
QBAChet/IP
QOPC UA
B &S Cloud
@MQTT Client
@MQTT Client Il
@Al loT

Ethernet Settings

pHCPBll ) Routing Enabled( I
1P Address 192.168.3.1

Subnet Mask 255.255.255.0

(1) Double-click "LAN" to enter LAN port configuration box. (2) DHCP: It is disabled by
default, set according to the needs, such as: S475 is set to automatically obtain IP, so the LAN
port DHCP should be enabled. (3) Routing enable: It is turned off by default and can be set
according to requirements, such as: only collecting data from the S475 device, so the S475
does not need connect to Internet, so don't need routing function. (4) IP address: Default is
192.168.3.1, and the IP address assigned to the LAN device can only be the address of this
network segment. It can be modified. For example: S475 is set to automatically obtain IP,
which does not specify network segment of the IP, so no need to modified. (5) Subnet mask,
the subnet mask of the LAN port gateway. (6) MAC address: the MAC address of the LAN
port. (7) Click "OK".

Note: Clicking "Write Configuration" will restart the gateway automatically, and the
configuration of the LAN port will not be changed until the power is turned off and restarted.
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Note: The IP address of the LAN port is the IP address that specifies which network segment
the LAN port device is. If the IP address of the LAN port device is not the network segment
IP set by the LAN, the LAN port cannot collect. It is necessary to change the LAN port IP or
change the LAN port device IP. After changing the IP address of the gateway, it must be

written into the configuration, and it will take effect after power off and restart.

5.1.3.2 Add LAN Port Device S475

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - 0 X

P4 2L A 4 me® G

Search Clear Import Export Read Config. Write Config. Monitor Remote Log 3. Help About

= gI',LBU 03Pro Variable Name Slave ID Address Type Address Value Unit Data type Varibale Key Map Address Ratio
[ Eacomt
QIM140T Device Information

Bl [ LAN Device Name 5475

D Device IP 192.168.3.125

ZWAN

Device Port 502
()]
R Device Brand Modbus
- Ezven Device Model MODBUS_TCP <1 [=]
) OpenVPN
ﬁ%maams
[ Tasks 16-bit Data Type AB

- Device Properties

[l & Dataservices 32-bit Data Type ABCD
0 Pass Through Write Functien Code 15/16
@ Modbus RTUSTCP
@ Modbus TCP Server
IBAChet/IP
§IOPC UA

E & Cloud
@MQTT Client
@MQTT Client II

(1) Click "LAN", click the right mouse, click "Add" to enter device configuration box. (2)
Device name: Name the device, for example: S475. (3) Device IP: S475 obtains the IP
automatically, open the configuration software of the S475 and check the IP of the S475.
Because the IP of S475 is: 192.168.3.125, therefore, fill in 192.168.3.125. Note: If the IP of
the LAN port is changed, and the LAN device also obtains the [P automatically, click "Write
Configuration", after power off and restart, [P of the LAN port device will become the IP
address of the changed network segment . (4) Device Port: fill in the port number of the LAN
port device, such as: the Modbus TCP port number of S475 is: 502, therefore, fill in "502". (5)
The BL103 gateway collects S475 devices through the LAN port, which is a Modbus TCP
protocol. Therefore, the device brand: Modbus, and the device model: Modbus TCP. (6) The
polling interval and timeout in the button can be defaulted and filled in according to
requirements. (7) Select the type of data point. For example, the power supply, temperature
and humidity of the S475 are all 16-bit AB-arranged data types, and 32-bit data are not
collected. Therefore, the 16-bit data type is AB, and the 32-bit data type is the default. (8)
Write function code: choose 15/16, and choose according to the function code supported by
the device. (9) Click "OK"
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Note: After clicking OK, the added LAN port devices S475 will be displayed, as shown in the
figure above. If you want to add multiple devices, repeat steps (1)-(9).

Note: Click "Write Configuration" and the gateway will restart automatically. After restarting,
the S475 device added by the LAN port will be added successfully.

5.1.3.3 Add S475 Data Point
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(1) Click "S475", right-click the box on the right, and click "Add" to enter data point setting
box. (2) Variable name: Name of the data point, such as: temp. (3) Variable key, which can be
filled in arbitrarily. The identifier cannot be repeated. For example, the MQTT identifier of
the temperature data point is filled in as temp. (4) Select the acquisition address and choose
data format according to the requirements. OCT/DEC/HEX are octal/decimal/hexadecimal
respectively. The collected Modbus protocol address is input in decimal, so the example
selects decimal. (5) Slave ID: The Modbus ID of the S475 device is "1", so fill in "1". (6)
Address type: Select according to the function codes supported by the collected data points.
For example, the temperature of the collected S475 supports the "04" function code, so select
"04 Input Registers". (7) Address: The register address of the data point, such as: the
temperature of the data point is the "24" register address in S475, so fill in "24". (8) Data type:
according to the data point selection, such as: the temperature and humidity of S475 is a
16-bit signed value type, so select "int16". (9) Add Number: If it is to collect continuous
addresses, the same function code can be collected multiple times. (10) Read/Write: support
read and write selection according to the collected data. (11) Ratio: Enlarge or shrink how
many times to upload to the platform, fill in according to the needs. (12) Map address: fill in
the address where the collected data points are stored to the BL103 gateway device, which
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can be filled in at will. Mapped addresses cannot be duplicated. Range: 0-2000. For example,
the data collected from the temperature of S475 is stored in the “16” register address of the
BL103 gateway. The outside of the mapping address on the configuration software represents
the Modbus address, and M.XXX in the brackets represents the PLC Modbus address. (13)
Variable unit: fill in according to requirements, or not fill in. (14) Click "OK".

Note: After clicking "OK", the data points will be displayed as shown in the figure above. If
you want to continue adding data points, right-click on the box and click "Add" to enter data
point configuration box, repeat (2)--( 14) Steps.

Note: Clicking "Write Configuration" will restart the gateway automatically, and the data
points collected from S475 will take effect only after restarting.

5.1.4 Data Upload to Various Platform

No matter what protocol data is collected by the BL103 gateway, the configuration for
transmitting the data to each platform is the same. Therefore, this chapter takes the
configuration of collecting Modbus protocol data and transferring it to each platform as an

example. Refer to 5.4 Data Upload to Various Platform

5.2 Electricity Meter Data Acquisition

5.2.1 COM Configuration for Electricity Meter Data
Acquisition

The COM port only supports the collection of DL/T645-2007 protocol electricity meters.

5.2.1.1 COM Port Configuration

Take the COM collects the DL/T645-2007 protocol electricity meter as an example.
Note: DL/T645-2007 only used in China
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5.2.1.2 Add COM Port Electricity Meter
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5.2.1.3 Add Electricity Meter Data Point
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5.2.2 Ethernet Port Configuration for Electricity Meter

Data Acquisition

Under development (electric meter [IEC101, IEC104 protocol)

5.2.3 Data Upload to Various Platform

No matter what protocol data is collected by the BL.103 gateway, the configuration for
transmitting the data to each platform is the same. Therefore, this chapter takes the
configuration of collecting Modbus protocol data and transferring it to each platform as an

example. Refer to_ 5.4 Data Upload to Various Platform

5.3 BACnet Devices Data Acquisition

BL101 does not support BACnet, only BL103 BACnet IoT gateway supports it.
The BL103 gateway supports the collection of nine objects: Al, AO, AV, BI, BO, BV, MSI,

MSO, and MSV. The collected value is the current value attribute of these nine objects.
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5.3.1 COM Configuration for BACnet MS/TP Devices Data

Acquisition

5.3.1.1 COM Configuration

Take the BACnet MS/TP device collected by the COM port as an example, the COM port 485
ports A+ and B- correspond to the A+ and B- ports of the 485 port of the BACnet MS/TP
device respectively.
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(1) Double-click "COM1" to enter COM property configuration box. (2) Mode selection:
Collection. (3) Since it is a BACnet MS/TP device, device brand: select "BACnet", device
model: BACnet MS/TP. The polling interval and timeout are set according to requirements. (4)
The baud rate, stop bit, data bit, and parity bit are configured according to the parameters of
the serial port of the BACnet MS/TP device, and are consistent with them. (5) Click "OK".
Note: Click "Write Configuration" and the gateway device will restart automatically, and the

configuration of the COM port will take effect after restarting.
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5.3.1.2 Add COM Port BACnet MS/TP Device
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Device Information

(1) Click "COM1", right-click, and click "Add" to enter device configuration box. (2) Fill in
the device name arbitrarily, such as: BACnet MS/TP. (3) Local MAC: Fill in as required,
default is 127. (4) Device MAC: MAC of BACnet MS/TP device, fill in according to the
device. (5) Device address: fill in the instance of the BACnet MS/TP device. (6) Click "OK"
Note: After clicking OK, the added devices( BACnet MS/TP) will be displayed under COM1,
as shown in the figure above. If you want to add multiple devices, repeat steps (1)-(6).

Note: Click "Write Configuration" to restart the gateway device automatically. After restarting,
the BACnet MS/TP device with COM1 port is added successfully.

5.3.1.3 Add BACnet MS/TP Device Data Points

Collection of analog input objects as an example and the configuration refer to:

80 Shenzhen Beilai Technology Co., Ltd. V1.0



r e N
BLIIOT Industrial loT Gateway BL101 BL103

MAKE lIOT €EASIER

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
] T B R A
PDé oo i A2 © O B = ® q
Search Clear Import Export Read Config. Write Config. Monitor Remote Log % Help About
Bl 5,BL103Pro ETEE——— Afedeis Tiie: Address | Vel T [ Vorbale Koy | Mopaddress | patic
& Ecom i 1 float32 _ REGOOT 20(M.400021) 1
1 baal REG002 10{M.000011)
LAN
@ Variable Properties
(WAN
g
=5 ven Variable Name analoginput Varibale Key REGOO1
9 OpenVPN OCT/DEC/HEX Decimal
{igAlarms Address Type analog-input v Address 1
(o Tasks Data type float32 v Add Number 1
[ Epataservices
Read/Write Read/Write v Ratio 1
&) Pass Through
NS RTUTED Map Address 20 Varisble Unit
@ Modbus TCP Server
@oacrene
@OPC UA
= &Cloud
@ MQTT Client
@ MQTT Client Il
@Al loT

(1) Click "BACnet MS/TP", right-click the box on the right, and click "Add" to enter data
point setting box. (2) Variable name: Name the data point, such as: collecting data of "analog
input 1", it can be filled in as: analog input. (3) Variable key, which can be filled in arbitrarily.
The identifier cannot be repeated, for example, the identifier of the collected "analog input 1"
data point is filled in as "REG001". (4) Select the acquisition address and choose data format
according to the requirements. OCT/DEC/HEX are octal/decimal/hexadecimal respectively.
BACnet MS/TP data points choose Decimal. (5) Address type: Select according to the
BACnet MS/TP objects type. For example, to collect the data of "analog input 1", select
"analog input". (6) Address: the object instance number, such as: collecting the data of
"analog input 1", the object instance number is: 1.

(7) Data type: Select according to the attribute selection of the current value for BACnet
MS/TP device object. (8) Add Number: If it is to collect continuous addresses, the same
register can be collected multiple times. (9) Read/Write type: choose from "read only", "read
and write". (10) Ratio: how many times to enlarge or shrink to upload to the platform, fill in
according to the needs. (11) Map address: fill in the address where the collected data points
are stored to the BL103 gateway device, which can be filled in at will. Mapped addresses
cannot be duplicated. Range: 0-2000. For example, the mapping address for collecting
"analog input 1" is "20". The outside of the mapping address on the configuration software
represents the Modbus address, and M.XXX in the brackets represents the PLC Modbus
address. (12) Variable unit: Fill in arbitrarily according to requirements, you can leave it blank.
(13) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the figure
above. If you want to continue adding data points, right-click on the box and click "Add" to

enter data point configuration box, repeat (2)--( 13) Steps.
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Note: Clicking "Write Configuration" will restart the gateway automatically, and the data
points collected from BACnet MS/TP will take effect only after restarting.

5.3.2 Ethernet Configuration for BACnet MS/TP Devices

Data Acquisition

Both the WAN port and the LAN port can collect BACnet/IP devices, which can be directly
connected to BACnet/IP devices or collected through switches.

It is the network port selection setting of the data service "BACnet/IP" item to specify
whether it is WAN port collection or LAN port collection.
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5.3.2.1 WAN Port Configuration

This example is WAN port collects BACnet/IP through the switch, and the switch is

connected to the external network. The configuration is as follows:
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(1) Double-click "WAN" to enter WAN port configuration box. (2) Obtain IP automatically: It
is enabled by default, and can be set as required. In this example, in this example, it is
connected to a router, and the route is enabled to automatically assign IP, so keep it enabled.
(3) IP address: The gateway obtains the [P address from the router. If it is designated IP, set it
according to the requirements, the PLC and the gateway should be in the same local area
network.(4) Subnet mask, the subnet mask of the WAN port gateway, if it is a designated IP,
set it according to the requirements. (5) Gateway: The gateway address obtained from the
router. If it is designated IP, set it according to your needs. (6) MAC address: the MAC
address of the gateway. (7) DNS: The DNS obtained by the gateway from the router, if it is
designated IP, set it according to the requirements. (7) Click "OK".

Note: Click "Write Configuration" to restart the gateway automatically, and the configuration
of the WAN port will not be changed until it restart.

Note: The IP address of the WAN port is the IP address that specifies which network segment
the WAN port device is. If the IP address of the WAN port device is not the IP of the network
segment set by the WAN, the WAN port cannot collect. It is necessary to change the WAN
port IP or change the WAN port device's IP according to the needs. After changing the IP
address of the gateway, it must be written into the configuration, and it will take effect after

power off and restart.
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5.3.2.2 Add WAN Port BACnet/IP Devices
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(1) Click "WAN", right click, click "Add" to enter device configuration box. (2) Device name:
Name the device, such as: BACnet (3) Device IP: Fill in the BACnet/IP device IP. Note that
the IP of the BACnet/IP device must be in the same network segment as the IP of the WAN
port. (4) Device port: UDP port, default 47808. (5) Because it is collection of BACnet/IP
equipment, device brand: select BACnet, and the device model: BACnet/IP. The polling
interval and timeout can be defaulted or filled in according to requirements. (6) Device
address: Fill in as required. (7) Click "OK"

Note: After clicking OK, the added devices(BACnet) will be displayed under the WAN port,
as shown in the figure above. If you want to add multiple devices, repeat steps (1)-(7).

Note: Clicking "Write Configuration" will restart the gateway automatically, and the BACnet
device added by the WAN port will be added successfully after the restart.

5.3.2.3 Add BACnet/IP Devices Data Points

Collection of binary input objects as an example, and the configuration is as follows:
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(1) Click "BACnet", right-click the box on the right, and click "Add" to enter data point
setting box. (2) Variable name: Name the data point, such as: collecting the data of
"binaryinput 3", it can be filled in as: binaryinput. (3) Variable key can be filled in arbitrarily.
The identifier cannot be repeated, for example, the identifier of the "binaryinput 3" data point
is filled in as "REGO003". (4) Select the acquisition address and choose data format fill in the
input gateway according to the requirements. OCT/DEC/HEX are octal/decimal/hexadecimal
respectively. Choose Decimal for BACnet/IP data points. (5) Address type: Select according
to the collected BACnet/IP object type. For example, to collect the data of "binaryinput 3",
select "binaryinput". (6) Address: the object instance number, such as: collecting the data of
"binaryinput 3", the object instance number is: 3. (7) Data type: Select according to the
attribute selection to collect the current value of the BACnet/IP device object. (8) Add
Number: If it is to collect continuous addresses, the same register can be collected multiple
times. (9) Read/Write: Choose from "read only", "read and write". (10) Map address: fill in
the address where the collected data points are stored to the BL103 gateway device, which
can be filled in at will. Mapping addresses cannot be duplicated. Range: 0-2000. For example,
the mapping address for collecting "binaryinput 3" is "11". The outside of the mapping
address on the configuration software represents the Modbus address, and M.XXX in the
brackets represents the PLC Modbus address. (11) Variable unit: fill in arbitrarily according to
requirements, or not fill in. (12) Click "OK".

Note: After clicking "OK", the data points will be displayed in the box as shown in the figure
above. If you want to continue adding data points, right-click on the box and click "Add" to
enter data point configuration box, repeat (2)--(12) Steps.

Note: Clicking "Write Configuration" will restart the gateway automatically, and the data
points collected from BACnet will take effect only after restarting.
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5.3.3 Data Upload to Various Platform

No matter what protocol data is collected by the BL103 gateway, the configuration for
transmitting the data to each platform is the same. Therefore, this chapter takes the
configuration of collecting Modbus protocol data and transferring it to each platform as an

example. Refer to: 5.4 Data Upload to Various Platform

5.4 Data Upload to Various Platform

This example introduces the configuration of the data collected by the BL103 gateway device
from the M140T and S475 and uploaded to each platform at the same time.

5.4.1 Modbus TCP Server Configuration
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Operation steps: (1) Double-click "Modbus TCP Server" to enter configuration box. (2) Port:
This gateway device is used as the listening port of Modbus TCP Server, fill in arbitrarily,
range: 1-65535, for example: fill in "502". (3) Click "OK" to confirm the configuration of
Modbus TCP Server. (4) Click "Write Configuration", the configuration modified by Modbus
TCP Server will take effect after the gateway device restarts.

Note: Modbus TCP Server enabled port "502" by default, which can be directly connected to
the host computer acquire from gateway through WAN or LAN. If the parameters of the port

are not modified, no operation is required.
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5.4.2 View and Send Command by KingView

Modbus TCP Server is a Modbus TCP server that provides data to external. Collect BL103
gateway data through Modbus TCP host computer, such as SCADA, MES and other host
computers. The function codes supported by the gateway: Boolean supports "01", "05", and
numerical supports "03" and "06". In this example, KingView is used to simulate the host
computer to access the BL103 gateway data, as shown in the figure below: IP of WAN port:
192.168.1.196, port of Modbus TCP Server: 502.

Project [F] Configurs [S] View V] Tools [T] Help [H] ) ]
X @ B 5] & T & o @ a @ ©

Project || Big Icon Small lcon Detail Maker Viewer Alarm History  Network User MAKE VIEW About

- File ]:;:‘: Instance H New @ Edit D Delete @ Copy Lﬂ Paste E_'l Export E’,\‘ Import O\ Find
1S Picture ) L L. 4

-] Seripts &

{2} Recipe Tcp New...

[Z] Batch

-{id] Nonlinear Table

= Database

Structure Tag
Jjk Tag Dictionary Device Configuration Wizard -- Summary X

- Alarm Group
{5 Device

# comt

o comz
-%_ DDE

&2 Board

“p, OPC Server
%3 Network Node
% System Configuration
{5} Set TouchExplorer

Device Logic Name: TCP
 Set TouchView
- Alarm Configuration

Device Address:[192.168.1.196:502 1/50
AD) Historical Logging

i Network Configuration Communication Methnd:

-4 User Configuration
1 Printer Setting

|4 Electranic Record Configuration

Installing Device Info

[ Device Informaiton

The new device[ModbusTCH s produced by

Modicon

| Bl Tempiate | ] Picture | & Node | &) Tag | 4} System |-

[7] Preset Comment .
IZ 5QL Access Manager
(B Table Template

L g Bind List

< b—i5(B) Ak Bl

The value and mapping address of the M140T data point, Kingview uses the PLC Modbus

address.
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PoapPLs @ v

® B

E @

- 0 X

Search Clear Import Export Read Config. Write Config. {Monitor] Remote Log 37 Help About

B ghBL103Pr0 Variable Name Address Type Address___ Value Unit  Datatype Varibale Key ap Address Ratio

& @com DO1 01 Coil Status(x) 0 True bool DO o(f1.000001) none
: Doz 01 Col Status(0x) 1 True boal Doz 1(f1.000002) nene
D03 01 Coil Status(0x) 2 False bool 003 2§1.000003) none
EHELAN DO4 01 Col Status(®x) 3 False bool D04 30§1.000004) none
5475 DOS5 01 Coil Status(0x) 4 False bool DOS5 4(1.000003) none
CIWAN DOs 01 Coil Status(0x) 5 False bool DOs 5(1.000008) none
46 po7 01 Coil Status(0x) 5 False bool po7 s(1.000007) none
Do8 01 Cail Status(0x) 7 False boal Do8 7001.000008) nene
EHEveN
1 DIN1 02 Input Status(1%) 0 True bool DIN1 a(1.000009) none
©OpenVPN s
pen!
i DIN2 02 Input Status(1x) 1 True bool DINZ (f1.000010) none
12 Alarms DIN3 02 Input Status(1%) 2 True bool DIN3 104.000011) | none
E;:\GTES'“ DING. 02 Input Status(1x) 3 True bool DING 11§M.000012) none
5] @DataSewi(és DINS 02 Input Status(1x) 4 True boaol DINS 12§M.000013) nene
@ Pass Through DING 02 Input Status(1%) 5 True bool DING 12f.000014) | none
@ Modbus RTU=TCP DINT 02 Input Status(1%) 5 True bool DINT 14f.000015) | none
© Modbus TCP Server DINg 02 Input Status(1%) 7 True boal DINg 15§4.000016) | none
@BAChet/IP
§OPC UA
E-&Cloud
@MQTT Client
@MQTT Client Il
T
S475 data point value and mapping address, Kingview uses PLC Modbus address.
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
u i)

D& 82 & i 4 ® B ® @ q
Search Clear Import Export Read Config. Write Config. [Monitor] Remote Log 32 Help About
= 5%,BL103Pr0 Variable Name Slave ID Address Type Address Unit  Datatype Varibale Key Map Address  Ratio

& & com temp 1 04 Input Registers(2x) 24 2870 int16 temp 1 K
S humidity 1 04 Input Registers(3x) 25 6540 int16 humidity 17avjaocois) | 1
pawer 1 04 Input Registers(3x) 14 1316 uintls  power ) | 1
| B @LAN
IWAN
:‘A’MG
= 2veN
) OpenVPN
ﬁ}‘,A\arms
[;:c!)Tasks
= @DaiaSeNices
@ Pass Through

@ Modbus RTU=TCP
9 Modbus TCP Server
) BAChet/IP
§OPC UA

E & Cloud
@ MQTT Client
@ MQTT Client I

The value of the data point read by Kingview, the value of Boolean value on Kingview, "0" is

closed, "1" is open.
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Project [F] Configure [S] View V] Tools 1] Help [H]

\ipk @3#9@12‘@0‘@

roject Big lcon Small lcon  Detail Maker  Viewer  Alarm  History Network  User | MAKE VIEW About

= File
5 Picture

Edit

Delete ﬂ Copy D:;‘] Paste E‘I‘ Export ED‘ Import q Find

Scripts

@ Recipe

[7] Batch
Nonlinear Table
= Database
Structure Tag COM Device Test X
Iii Tag Dictionary

& Alarm Group Communication Parameter: |

| Bl Tempiate | ] Picture | 36 Node | & Teg | % System

= Device R
o oM egister:
5 comM2 Regeies 400019 7| Data Type: USHORT -
DDE
k2 Board
P OPC Server Add | Delete | Stop. Add Tag | Add ALL I
& Network Node

&%, System Configuration
{8 set TouchExplorer

Collection List

2 set Touchview " | DataType | Tag Value | Time stamp | Quality Sta. 4
e e 000007 8t =3 2022:8-29 1. 192
= : 000008 8t Close 2022-8-20 1.. 192
0 Historical Logging 000009 Bit Open 2022-8-29 1. 192
Qi{' Network Configuration 000010 Bit Open 2022-8-20 1. 192
&, User Configuration 000011 8it Open 2022-8-29 1. 192
21 Printer Setting 000012 8it Open 2022-8-29 1. 192
52 Electronic Record Configuration 000013 8it Open 2022-8-20 1.. 192
5] Preser Camieit 000014 8it Open 2022-8-29 1. 192
[Z SOL Access Manager 000015 8it Open 2022-8-20 1. 192
o 000016 8t Open 2022-8-29 1. 192
2. sivd Uit 400017 SHORT 2670 2022-8-29 1. 102
= 400018 SHORT 6540 2022-8-20 1. 192
400019 USHORT 1374 2022-8-29 1. 192 =
7 >

Kingview sends command, the value of Boolean on Kingview, "0" is closed, "1" is open. For

example: the register 000002 is DO2, and the relay is disconnected by sending "0".

J *x

Project

@399@;&‘\2‘9‘|I|

Big lcon Small lcon  Detail Maker Viewer Alarm History ~ Network User MAKE VIEW About

£ |G File Edit EJ Delete El Copy [d Paste E—*‘ Export E)‘ Import Q Find
2 I Picture =
& -B] Scripts
] {2 Recipe
k) [] Batch
W
E COM Device %
5 A1l Tag Dictionary : |
Tz | i Alarm Group Communication Parameter: Device Test |
3 |2 E Device
= - comt (et
= - comz
= Register;  |400019 [ e USHORT -
& “s_ DDE
3
5 2 Board
2
= Pe ORG Sever Add | Delete Stop | Add Tag | Add ALL |
o % Network Node
£, System Configuration Collection List
-4 Set TouchExplorer - - -
oo Register Na... | Data Type | Tag Value | Time Stamp | Quality Sta... ~
- Alarm Configuration Eg
A%} Historical Logging i 15
@,— Network Configuration 000004 o 1ot 2
& User Configuration 000005, = >
¥Z), Printer Setting 000006 2
[Z Electronic Record Configuration 000007 | Input Data: 2
[Z] Preset Comment 000008 B 2
{2 SQL Access Manager 000009 2
000010 2
- Table Template
2. oind s oaoort e |
- 000012 2
000013 Bit Open 2022-8-291.. 192 "
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Project [F] Configure [5] View V] Tools [T]  Help [H]

| % i3 5] | & 2 r 5] @& a @ © | m
|| eroject Biglcon Smalllcon Detail | Maker  Wiewer  Alarm  History Network  User MAKE VIEW About

{03 Picture
-] Seripts
~{E1 Recipe

[Z] Batch
Nanlinear Table
B Database
Structure Tag
Ji} Tag Dictionary
& Alarm Group
E+E) Device

», OPC Server
& Network Node
E-&% System Configuration
4% Set TouchExplorer
Set TouchView

[l Tempiate | (] Picture | 38 Node [ &4 Tag | &# System |-

Alarm Configuration

AT} Historical Logging

- Network Configuration
4a User Configuration

21 Printer Setting

Electronic Record Configuration

7| Preset Comment
E+-[Z SQL Access Manager
HH Table Template
£ Bind List

Ready

Instance Edit

Delete Eﬂ Copy [@ Paste E-\| Export E>| Import

Q, Fina

COM Device Test

Communication Parameter: Device Test I

~Register.

Register: 400019 *|  Data Type: USHORT =z

Add Delete | Stop. | AddTagl AddALLl

Collection List

[ Register Na... | Data Type [ Tag Value

[ Time Stamp [ Quality Sta...

2022-8-291... 192

202p-8-291.. 192

000001 Bit Open

Bt Tlose

B Tlose
000004 Bit Close
000005 Bit Close
000006 Bit Close
000007 Bit Close
000008 Bit Close
000009 Bit Open
000010 Bit Open
000011 Bit Open
000012 Bit Open
000013 Bit Open

022-8-29 1... 192
2022-8-29 1. 192
2022-8-291... 192
2022-8-291... 192
2022-8-29 1. 192
2022-8-29 1... 192
2022-8-291... 192
2022-8-29 1. 192
2022-8-29 1. 192
2022-8-29 1. 192
2022-8-291... 192

5.4.3 BACnet/IP Configuration

Note: BL101 Modbus Gateway does not support BACnet/IP.
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DL P O A ¥ ® B W @
Search Clear Import Export Read Config. Write Config| Monitor Remote Log 3 Help About
Bl ghBL103Pro
B & comi
Dmi407 BACnet/IP
AN ) Enable
5475 Name
EWAN Time Network Interface WAN

Port Device Name Status
COM1 M140T @

z
&
3
a
@
&
2
]

LAN 5475 ®
tag Model Port 47808

[} EzveN erson Vendor Name Beilai

4G Module
€9 OpenVPN Vendor Identifier 555
IMEI

i i iLai "
ﬁ’,A\arms Signal Strength Device Name Beilai Gateway

[BTasks o Device ID 555

= @DataSeNices SIM ICCID Object Description BACnet Server

o000 0O0O®

€p Pass Through SIM Status Location N

€ Modbus RTUSTCP

@ Modbus TCP Server
foercer] ke

QOPC UA

Bl & Cloud
MQTT Client
@ MQTT Client Il

Operation steps: (1) Double-click "BACnet/IP" to enter BACnet/IP configuration box. (2)
Click the Enable button to enable BACnet/IP. Default: off. Gray: Disabled, Green: enabled. (3)
Network Interface: select "WAN" port. Click "WAN" to check that the IP address of the WAN
portis: 192.168.1.196. (4) Port: BACnet/IP UDP port, default: 47808. (5) Vendor name: can
be filled in arbitrarily. (6) Vendor ID: can be filled in arbitrarily. (7) Device name: the name of
the BACnet/IP server, which can be filled in arbitrarily. (8) Device ID: Can be filled in
arbitrarily. (9) Device Description: Gateway description, which can be filled in arbitrarily. (10)
Location: Gateway location, default "CN". (11) Click "OK" to confirm the BACnet/IP
configuration. (12) Click "Write Configuration", BACnet/IP will be enabled only after the

gateway device restarts.
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5.4.4 View and Send Command by KEPServerEX 6

Fill in the UDP port and local instance according to the port and device ID on the

configuration software. After it is built, you can add devices by searching devices, or you can

add devices yourself. The tags can be automatically imported or created by yourself. The data

is unified in AV and BV objects, properties provide external data for the current value. The

object instance is the Modbus address of the data point page mapping address item on the

configuration software.

e Help
| kG

x| B
A | Device Name Hodel [ Description
i1 Y BACnet 1555
& Property Editor - BACnet/IP X
Property Groups = Advanced Settings
COV Notiications Regure NPDU
General
Eneme Commcatins Hcork el =
Virte Optimizations 3 .l
Homcdas Local Network tumber 1
T =
o
Regster as Foregn Device Dissble
Remote BEMD 0 {
) BinaryVaue_15
L o
Date. Time Seurce: ~
A29082022 154304 BAChet/IP
Mgz 154304 BACnet/IP
D202z 154304 BACnet/IP
29082022 154304 BACnet/IP
D2woez 154304 BACHet/IP
A2z 154304 BACnel/IP Defats oK Cancll Help
154304 BACret/IP
154304 BACoet/IP BACnet/IP, BL10x | Poling COV tem on device. | COV tem = Bina 8 PresertValue.
15:4304 BACnet/IP BACne/IP.BL1(x | Request reected by device. | Reason = 9. Reason 3y = Unvecognized service
154304 BACnet/IP BACnet/IP,BL 11 | Poling COV kem on device. | COV kem = BinaryValue 8 SigusFlags’
AN 29/08/2022 154304 BACnet/IP BACnet/IP.BL10x | Request reje: ¥ | Reason = 9. . servce
23082022 154304 BACoet/IP BACnet/P BL10x | Polng COV e on device. | COV e = By ol 3 Present Ve
A2e0a20n 154304 BACret/IP BACnet/IP BLI D | Request | Reason = 9, R -
Doz 154304 84Coet/IP BACnet/IP BL10x | Poling COV tem on device. | COV kem = BinaryValue 9. StausRags’ -
Ready Defouk User Clerts: 0 Actve taga: 0cf 0

2 a o

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8

L 4 @

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

& @

- a3 X

3 Help About

Bl 25 5L102Pr0 Variable Name Address Type Address  Value Unit  Datatype Varibale p Address Ratio
B @com po1 01 Coil Status(0x) 0 True baol Do1 oM.000001) none
Do2 01 Coil Status(0x) 1 True bool po2 1(\j.000002) none
©M140T
DO3 01 Coil Status(0x) 2 True bool DO3 2(\.000003) none
El@ian DO4 01 Coil Status(0x) 3 True baol DO4 2(\.000004) none
Q5475 DO5 01 Coil Status(0x) 4 True bool DO5 4(N.000005) nene
RWAN '305 01 Coil Status(0x) 5 True bool DO6 5:M.000008) none |
EiAllm DO7 01 Coil Status(0x) 6 True baol DO7 5(N.000007) none
B @Even pos 01 Coil Status(0x) 7 False bool pos 7(MJ.000008) none
T DIN1 02 Input Status{1%) o True bool DINY &iN-000009) none
€9 OpenVPN
; DIN2 02 Input Status(1x) 1 True bool DIN2 9(M-000010) none
1§ Alarms
DIN3 02 Input Status{1x) 2 True bool DIN3 10{1.000011) none
[F@Tasks DINA 02 Input Status(13) 3 True bool DIN4 11.000012)  none
Bl & pataservices DINS 02 Input Status(1x) 4 True baol DINS 12(1.000013) none
£ Pass Through DING 02 Input Status{1x) 5 True baol DING 13(M.000014) none
© Modbus RTU=TCP DIN7 02 Input Status(1x) ] True bool DINT 14§1.000015)  none
@ Modbus TCP Server DIN8 02 Input Status(1x) 7 True bool DIN8 15{§1.000016) none
) BAChet/IP
Bl & Cloud
& MQTT Client
@ MQTT Client Il
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Taking the data point of M140T DO6 as an example, the collected data is "1" when viewed on
the configuration software, and the address of the data point of DO6 on BACnet/IP is:
BinaryValue.5.PresentValue

File Edit View § Help
DGR F 2k aaX|H
= (@ P A || Tag Name Address Data Type Scan Rate Scaing Descripton
[9€ OPC Quick Client - 158 * - o x
File Edit View Tools Help
DEducae® & 2BX
58 BACnet/IP.BL10x BinaryVaiue_11 ~ [RemiD | Data Type [ vaue [ Tmestamp [ Gty Tuf
i) BAChet/IP BL10x Binary Vsiue _12 | ©BACret/IP_BL10x BraryValus_5 EventState DWord 15:5408.083 Good 3
= BACnet/1P "“:5"“‘/"““-“ € 8ACel 1P BL10x BranValue_5 Obiectidersifier  DWard 155409083 Good 3
 EAOmAR :‘: mz“"x:‘—:; @ 8ACret 1P BL1k BranyVakue_5 Objectliame  Sting 155408083 Good 3
o = m-amw/w Btit- ""”'M’:z | ©BACret/IP BLIG: BranVaiue_5ObiectType  DWard 15,5408 083 Good 3
. Py | ©38ACret,/ 1P BL10x BraryValue 5 OuOiService __Bociean 0 155408083 Good 3
DVBACoet/ 17 5L 10x Boany Value 5 PreseniValue___ Bookan 1 15:54:06.083 Good 4
€ BACet/ 17 BLIOk BraryValue_5 StatusFlags  Word 0 15:5408 083 Good 4
e
31 BACret/IP BL10x Binany Volue_7
@ BACnat/IP BL1(x BinanyValue 8
1 BAChet/IP BL10x BinanyValue
55 Channel,_Satisics
53 Crannel1_System
25 Channel1 Device] v < >
Date Tme Evert ~
Q2082022 15:53.55 Added group Data ., =
155355 Added 5temato go... E
A2ws2nzn 155600 BACret/IP 29002022 155355 Added group Data T..
A20e2 155400 BACoet/IP @ 29002022 15:53.55 Added 54 tems to gr..
229082022 155400 BACret/IF @ 25002022 15:53.55 Added group Data T
M2s0s2072 155400 BACret/IP 155355 Added 54 tems to g7
NBn0s2 155400 BACret/IP & 29002022 15:53:55 Added group Data T..,
208202 155400 BAChel/IP 15:53.55 Added 5 temato gro.
Ao 155400 BACret/IP 155355 Added group Data T...
dmtean 155407 BaCnet/IP O 2008202 15:53:55 Added 11ematogr...
AH29/08202 1556 BACret/IP @ 25082022 155355 Added group Data T
A2z 155517 BACret/IP 20/08/202: 155355 Added 12temsto gr
M2z 155527 BACret/IP 155355 Added d2emsto gro
A29/08202 155553 BACost/IP 25/08/2022 155355 Added croup "Smuda... v
Daenz 155632 BaCnet/IP [Ready Rem Court: 558/
Daogz 155706 BAChst/IP "EACnet/IP BL10x | Device s ot responding. 11D = 1,585, -
Feady Defauk User  Clerta: 1 Active tags: 558of 558

Send Command:

Take the value "0" issued by DO6 as an example

< Runtime] - KEPServerEX 6 Configuratio 0
file Edit View Toals Runtime Help
BuGdF s an x| B
| TagName Address Daia Type Scan Rate Scaing Desciption
e —ppay e PR — P ina . .
) AnalogValue_16 File Edit View Tools Help
17 i T -~
i DF A e E sBREX
133y By Value_0 | (23 BACnet/IP BL10x BinaryVakie_11 A [RemiD | Deta Type | Vabe | Timestamp | Quaity |y
[ BraryValue_1 | ? BACnet/IP.BL 10x Binary Ve _12 E)BACHet/IP_BL10x BinaryValue_5 EventState: DWard [] 15:54.08.083 Good 3
{32 BnanValue 2 +~(38 BACnet/IP BL 10 BnanyValue_13 €D BACnet/IP BL10x Binary Vaiu Diord 2571525 155408063 Good 3
{2 BranyValue_3 | (@8 BAChet/1P BL10x BinaryVaku B laa Good 3
13 BranyVolon 4 | BAChet/IP BL1Dx BinaryViakid Synchronous Write x B - 3
BinaryValue_5 2 BACnet/IP BL1Dx BinaryValu
% BrenValue_6 | -0 BACHet/IP BL1Dc BinaryVaks : gw =
[y BeianyValue_7 -8 BACHet/IP.BL 1D BraryVaiy | om0 - BlielYobis ood 4
£5) BrayVoloe_8 |54 BACnet/1P BLIOx Binaryy | BACHetIP BLIOKBinanV ohue 6 Presentalue 1 o3 Good 4
e | (E BACnet/IP_BL 10x BinaryVaki
% :zvum’?n |5 BACnet/IP.BL10x Binary Vo Carel
1) BranyVolve_11 ++ (2 BACnet/IP BL 1D BinaryVaku
£ BoanyValue_ |~{E8 BACnet/IP BL 10 Binary Vak
T BaryValue_13 {8 Channel1,_Statietics
T2y BraryValue_14 {~E3 Channel1._System
| £ BrayValue_15 | (8 Channel1.Device 1 | >
W sz Chamell e Time E 3 ~
T : 155355 =
e Teme Setmsd @ 29032022 155355 3
A\ 2w08202 155400 BACnet/1P 02900202 155355
Avsos02 155400 BACheuIP ©29/002022 155355
Daw2 15540 BACret/IP 155355
A2002 155400 BACnet1P 155355 < >
A0z 155400 BAChet/IP 155355
A oan0z2 155407 BACnet/IP 155355
2092022 155426 BAChet1P 155355 Added group Data T
A\20a202 155517 BAChetIP 155355 Added 11 temsto gr_.
Amoenn 1552 BAChet1P 155355 Added group Data T
A0z 1555 BACret/IF 155355 Added 12 tems to gr
As0e02 155632 BAChet1P 155355 Added 4 temsto gro.
A\ 23082022 155706 BACneIF 155355 Added qroLo “Simda . v
A2v0s02 155821 BAChet1P ) [Rem Court: 558
Awwan 155839 BACretIP BACret/IP BL 10 | Devioe i nat responding. 11D = 1555 <
Ready Defauk User Cleta: 1 Active tags: 558 of 558
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PDapd

t

® @ B

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

wm @ d
i3 Help About

(&1 BACnet/IP BL10x BinanyVakve_3

(& BACnet/IP BL10x BinaryVabe_7
(3 BACnet/IP BL10x BinaryVaive_8
() BACnet/IP BL10x BinaryValue_%
(5l Crannel1 _Satistics

B &8L103Pro A Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
B &com DO1 01 Coil Status(0x) 0 True bool DO1 0(M.000001) none
DO2 01 Coil Status(0x) 1 True bool DO2 1(M.000002) none
Q@M140T
D03 01 Coil Status(Dx) 2 True bool DO3 2{M.000003) none
Bl EILAN DO4 01 Coil Status(0x) 3 True bool DO4 3(M.000004) none
Qs475 DO5 01 Coil Status(0x) 4 True bool DO5 4(M.000005) none
EDIWAN DO6 01 Coil Status(0x) 5 baol DO6 5(M.000006} none
URag DO7 01 Coil Status(Dx) 5 True bool DO7 6{M.000007) none
B Fven D08 01 Coil Status(Dx) 7 False bool DO8 7(M.000008) none
i DIN1 02 Input Status(1x) 0 True bool DIN 8(M.000009) none
@ OpenVPN
i DINZ 02 Input Status(1:) 1 True bool DINZ 9(M.000010) none
- 1ig Alarms
DIN3 02 Input Status(1x) 2 True bool DIN3 10{M.000011)  nene
[@Tasks DIN4 02 Input Status{13) 3 True bocl DIN4 11(M.000012)  none
= @DataSewices DINS 02 Input Status(1x) 4 True bool DINS 12(M.000013) none
& Pass Through DING 02 Input Status(1:) 5 True bool DING 13(M.000014)  none
€ Modbus RTU=TCP DIN? 02 Input Status(1x) 6 True bool DINT 14{M.000015)  none
DINE 02 Input Status(1 7 T bool DINB 15(M.000016
@Modbus TCP Server nput Status(1x) rue 00 l ) none
@ BACnet/IP
[E-&yCloud
@MQTT Client
@MQTT Client 1l
o
Aiduss Data Tope Scan ate Scaing " Descrvton |
9 @E"C"“wgf 55 OPC Quick Client - X5 * - o x
3 AnslogValue_16 ﬁ!r Edit View Tools Help
- DFdnded s BEX
° 51 BACnet/IP BL10x BranValue_11 A [keaiD [ Dats Type [ Voo T Tmestare [Gualey T
(0 BAChet/IP BL10 BinaryVake _12 @) BACHE/1P_BL10x Binary Value_5 EvertState DWord 0 15:54:08.083 Good E)
L1 BACheL/P BL1Dx Binany Valie_13 EBAC= /1P BL10x BinanyVahue & Objectldersfier  DWord 20971525 15:54:08.083 Good 3
g m::::ﬂ::g::—:; (€BACHet/IP BLI0x BinaryVskue_5ObjectName  Sting [ 15:5408.083 Goad 3
(8] BACnet/IP BL10x Binavl‘ll:e:? €3 BACnet/IP BL10x BinaryValue_S Object Type DWord 5 15: ::x Good ;

A\23062022 155426 BACHel/IP
M2veonn 155517 BACnet/IP
d\ez 155527 BACnet/IP
A2s0s2022 158553 BACnet/IP
dzoemn 155632 BACha/IP
D220 155706 BACnet/IP
Ao 185621 BACnetIP
A2z 155839 BACnet/IP
HBAZ  16RN0 BACnet/IP
A2sos02 160000 Licensing
Adsteann 160005 BACha/IP
A\ 29082022 160037 BACnet/IP
A2w0ean 160050 BACnheIP
Mwsan 160115 BACet/IP
Ready

(& ChanneT._System
(5 Channel1 Devicel v |« 5
Date Time | Event. ~
155355 Added 11 Rems to or
155355 Added group Data T.
2908202 15:5355. Added 128emato o
O 2910872022 16:5355 Added 4 tems to gro.
@ 29082022 15:53:55 Added group “Smula.
2908202 155355 Added group ‘Smla...
155355 Added 24 zems to gr.
29/08/2022 155355 Added group ‘Smula...
15:5355. Added 11 8emsto or.
@ 290872022 155355 ‘Added group “Simula.
@ 20082022 155355 Added 12ems to gr
@ 29002022 155355 Added 4 tema to gro.
290872022 16:00:00 Synchronous wrte o

Ready

em Coure: 558

'BACnet/IP BL10x | Device is not responding. 11D = "1 555

Defouk User Clerta: 1 _Active tags: 558 of 558

5.4.5 OPC UA Configuration
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¥

Write Config |

A
N

VY

=5

Monitor Remote Log

- X
W @ d
5 Help About

B BL103Pro
EHEEcomi
@m140T
= Fim [

Q5475
L WAN
(1,5\1145
B Even
@ OpenVPN
jﬁ}’,Ala] ms
EéTasks
=) @DataSeNi(es
@ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server

Name

Name

Time

Model

Version

4G Module
IMEI

Signal Strength
operator

SIM ICCID

SIM Status

OPC UA

Password
Security Strategy
Certificate

PrivateKey

|
=

@

eceeeo0e:

Port Device Name Status
comt | M140T

LAN S475

@BACnet/IP

B &Cloud
@MAQTT Client
@MAQTT Client Il

Refresh

Operation steps: (1) Double-click "OPC UA" to enter OPC UA configuration box. (2) Click
the Enable button to enable OPC UA. Default: off. Gray: Disabled, green: enabled. (3) Port:
OPC UA port, default: 4840. (4) Anonymous: Enabled, indicating that the user name is not

used to connect. (5) User, Password: user name and user password, because anonymous is

enable, so do not need to fill in. (6) Security Strategy: Select whether encrypt OPC UA

connection . This example selects an unencrypted connection. (7) Certificate, PrivateKey:

OPC UA certificate and key, because the unencrypted connection is selected, there is no need
to upload the certificate and key. (8) Click "OK" to confirm the OPC UA configuration. (9)

Click "Write Configuration", and OPC UA will be enabled only after the gateway device

restarts.

5.4.6 View and Send Command by UaExpert

BL103 gateway provides data externally through OPC UA server. The data collected by
UaExpert (OPC UA Client) is shown in the figure below: UaExpert connects to the BL103

gateway OPC UA server to automatically generate data points. The name of the data point

consists of the device name on the configuration software and the variable name of the device

data point. Node id Consists of the device name on the configuration software and the

device's data point label.
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iHiad i

IwBBEE@ M= x

& x

e 1 © [iiribaies ax
~ [ Project atype  ource Timestam erver Timestam  Satuscode Gk ® [+]
B Servers , : 1 T TeTo—
Confi paration Neme Attribute Value
~ [3 Documents s [
B Data Access View Disosvery | Advamsad
Endgaine Pileer: |ope. tep 2
L Local
~ 4 Local Netwark
 Microsoft Terminal Services
> ¥ Microsoft Windows Network
> @ Web Client Network
¥ #9 Reverse Discavery R
# < Double dick to Add Reverse Discavery... »
o x
Ml spo C ~ # Custom Discovery ©
& |« Double dick to Add Servee. > Reference Target DisplayName
* | M editurL 7 %
> | Enter the VAL of s computer vith discovery service raming:
©
] [ R
g
® Anonymous
| 4 Usunine Stars
Lag | EFassrord F ax
L Cortificate
Timestamp. Source Server 2
Private Key e i
2022/06/02 135714418 UaExpert
UsExpert |
UaExpert A Commot Rutemstioddly ‘
Vakxpert
UaExpert . CEi
UasExpert T toaded Dats Logger PIGGIn [State PIUgin)
UaExpert Loaded GDS Push Plugin (Static Plugin)
Uakxpert Loaded File Transfer Plugin (Static Plugin
14418 UaExpert Loaded XML Nodeset Export Plugin (Static Plugin)
14431 UaExpert UsExpert is ready to use.
32762 DiscoveryWidget Discovery on i falling back to FindServers
33273 DiscoveryWidget Discavery findServers on opcicpi/localhost4840 failed (BadTimeout)
33780 DiscoveryWidget Discovery on failed v
[ Unified Automation UaExpert - The OPC Unified Architecture Clint - NewProject” - o %
Hle View Server Document Setings Help
N &2 )
D@pBPBE #=° X% 8D
[Project 8 X Data hocess View Q iteribates & x
v @ Project F Server Node 1d Display Name. Datatype  urce Timestam erver Timestam  Gtatuscode Slolh @ [+]
e fame. WRetnEat  punm o uEE et o :
% kingPigeon OPC UA Server Appliestion | [£ 979013000 3+ N1 ITallAEONE  MIA0EOING Bociesn Cood ~ Nodeld
~ [ Documents ||¢ kinaPiaeon Q.. NSTlSirinalM140TDINA  M14OTOIN Boglean Good . desq
O K i inaPiaeon O, NS 1(strinalM140TDI M10TDINS B Good amespacelndex
kinaPigeon Q.. NS1(StrinalM140TDING  M140LDING Boolean Good Idestiferijps Sein
kinaPigeen Q... NS1|StrinalM140T.DIN7 MI40T.DINT Beolean Goed = 9
lanaPiaeon NS1[StrinalM’ M140T.DING Boolean Good Identifier lan.S475
kinaPigeon Q.. NS1[StrinalM1: 140T.001 Boolean Good Object
aPia NS1[Strinal M140T! Boolean e 9,542 Good &
knaPigeon C. IS 1StrinalM 1 M140TDO3 Boolean 14:03:29.543 Good 1, "lanS475"
kinPiaean O.. NS1(Strinal M140T004 Bool 14:03:29.545 Good SR .
kingPiqeon Q. NS1/stringlM140TDOS  MI40TDO5 Boolean 14:03:29.545 Good ‘an-US", “lanS475
Pia - NS1String|M140T.D06 1140T.006 Boolean 14:03:29.547 Good e ne s
kinPiacan O.. NS1(SrinaiM140T007  M140TDO7 Boolean 140329840 Good >
Enafiaeon O NSlnnaI40T008  MIACTO0S Boolean 140329552 Good
aPigeon .. NS1(StrinalS475.humidity  S475.humidity Int16 1 5. 2 Good ax
kinaPiacon O NS1(Strinalsa7.power S4T5.power Uintis 140477608 14047508  Good
ey Apnins 8 % 19 kinaPiaeon O.. NS1iStrinals475temn S475.temo 16 140332950 1403:32950  Good (+]
¥ Mighlicht playName
© Root HasTypeDefini... BaseObjectType
v £ Objects e
b o Server Organizes S47Semp
~ 3 gateway Organizes 5475 humidity
S Types
> 2 Views
J
lLog & x
® 0
Timestamp Source Server Message =
2022/06/02 1403:20.690 DA Plugin kingPigeon O... ftem DO8] succeeded : Revi ) ret = Good)
2022/06/02 1403:31.338  Attribute Plug kingPigeon O... Read attributes of nade 'N$1[Stringllan.S475" succeeded [ret = Good)
2022/06/02 140331340 Reference Plugin  kingPigeon O Browse succeeded,
{2022/06/02 14:03:31.504  AddressSpaceModel  kingPigeon O... QascAddressSpaceModelzmimeData
2022/06/02 14:03:31.904 DA Plugin Qaschalodel:draphimeData
2022/06/02 140333081 DA Plugin kingPigeon O... Found existing subscription for Serverld 0
|2022/06/02 14:03:32.081 DA Plugin kingPigeon O... Item [NS1|String] i i 2  c =79
|2022/08/02 1403:32.081 DA Plugin LingPigeon O... Item i powerl: Sampli . Queuesize=1. Di . cl
| 2022106102 140333081 DA Plugin KingPigean O...ftem INS|Stringl547Sitempl: SamplingInterval=250, QueusSize=1, DiscardOidest=1, ClentHand
2022/06/02 1403:33.087 DA Plugin kingPigeen O... CreateMenitoreditems succeeded [ret = Good]
2022/06/02 14:03:33.087 DA Plugin LingPigeon .. ftem i idit] succeeded : Revi 7 ret = Good]
2022/06/02 14:03:33. DA Plugin KingFigeon O... ftem succeeded X 18 [ret = Good]
“zuzz;os/uz 140333087 DA Plugin kingPigeon O..._Item [NS1Siring] ol succesded 1, ret = Good] v
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Send Command

Double-click the value of the data point directly to enter the value and press "Enter" to

confirm.

18 Unified Automation UsExpert - The OPC Unified Architecture Client - NewProject” - x
Fle View Server Documert Setfings Help
> ~
DFBDBE =Xl BRD
Frojest 8% Data hosers Fiew O Aetriburen A%
v [ Project # Server Node Id Display Name Value Datstype  ource Timestam erver Timestam  Statuscode Ok @® (1]
B | e NimiAnmN MR mr lmn  dmms sems oo s :
s | rina i true olean o0
i kingfigean OPC UA Server Appiication || $ NE 1 Etring| 14 D rue Boolean G530 140328530  Good v Nodeld [’
v [ Documents 4 NS 1iStrinalM 14 N4 true. Boolean 9,532 2 Good
5 Dota Access Vi 5 NSTiString|MI40TDINS ~ MI40TOING true Boolean 140329534 140320534 Good Namespaceindex 1
s Ncrwss N mw & StrinalM140TDING ~ M140TDING true Boolean 14:03:20.535 140329535  Good \dentfierType  String
alM140TDIN?  M14OTDIN; true o 538 a0
N o Identi lan 5475
NodeClass Object
m:ﬁ H BrowseName 1, "lan.5475"
M40To0s DisplayName “en-US”, “lan.S475" 5
M140TDO06 P -
i . M140TDO7 e Good < >
16 kinafigean O.. M140TDO8, false Good
:7 ll:mqgnqeen 8 TRt i a;g humidity ;‘%22 geﬂ: Refarences 8x
hddrezz Spase B X |19 kinaPiceon OL. NSliStrinalS473temn  S475.temo 2820 Good G @ Foreard - (]
7 Be Highlight ) Reference Target DisplayName
(3 Root HasTypeDefini... BaseGbjectType
¥ 3 Objects Crganizes. $475.power
& server Organizes S4751emp
v 12 gateway Organizes S475 humidity
& com1.M140T
& lan5475
3 Types
3 Views
Loe 8 x
®0
Timestamp Source Server Message 2
2022/06/02 14:03:29.690 DA Plugin kingPigeon O... Item [NS1|String|M140TDOB] succeeded : 16 [ret = Good]
2022/06/02 140331338 Attribute Plugin kingPigeon O... Read atiributes of node 'NS1|String|fan.S475" succeeded [ret = Good].
2022/06/02 1403:31.340  Reference Plugin kingPigean O... Browse succeeded.
2022/06/02 1403:31.504  AddressSpaceModel  kingPigeon 0. QsscAddressSpaceModelzmimeData
2022/06/02 1403:31904 DA Plugin QascDaModel:drophimeData
2022/06/02 14:03:33.081 DA Plugin kingPigeen O... Found existing subscription for Serverld 0
2022/06/02 14:03:33.081 DA Plugin kingPigeon 0. Hem i humidiy]: Samphi ClertHandle=79
2022/06/02 1403:33.081 DA Plugin KingPigeon O, ftem 5 power] . , DiscardOldest=1, ChentHandle=80
2022/06/02 14:03:33.081 DA Plugin Ttem [NS1[String]: I QueueSize=1
2022/06/02 140333087 DA Plugin kingPigeon O... CreateMonitoreditems succeeded [ret = Good]
2022/06/02 1 DA Plugin kingPigeon Q... Hem [NS1; /5475 humidity] succeeded : Revi: . 17 [ret = Good]
2022/06/02 14:03:33. DA Plugin KingPigeon O... Hem i power] succeeded : RevisedQuevesize=1, 18 fret = Good)
2022/06/02 14:0333.087 DA Plugin gPigeon Q. Mem 9l succeeded | , RevisedQueueSize=1, Monitoreditemid=19 [ret = Good] v
8 unified Automation UaExpert - The GPC Unified Architecture Client - NewProject” - X
Fle View Server Document Setings Help
- - o
IFBPBE =0 X2 B X0
Froject & X Dats Accass View Q ketributes 8%
~ [ Project * Server Node Id Display Name value Datatype  ource Timestam erver Timestam  Statuscode & h® [+]
s - SR MR o iy s :
i ; rinal g i clean 25 o
W R D aton NSHSTnQIMI4OTDING  M14OTDING Bociean 14032933  Good © Nodeld
~ B Documents <15t M140TDINE ole: 140329332 Goud 3
Dats Aocass Vi MI40TDINS Boolean :03:29 Good Namespaceindex
] ceess View 140TDING Boolean 140339535 Good \derifierType
M140TOINT Boolean 14032833  Goud 4
MIOTOIN soclean Good idenifier
10 1401002 Boclean Good Dbt
1 M140TD03 Boclean Good BrowseName
12 ki M140L.D Boolean Good DisplayN: . * *lanS475"
13 M140TD05 Boclean Gaod isplayName ‘en-US”, lan
14 - NS1[StrinalM 140T.006 140L.D06 Boolean Good - me - o;
15 .. NE1[StrinalM140T.007 M140T.D07 Boolean Good < >
16 kinaPlacon 0. NS1lStinalM140TDO8  M140TDGS, Boslean Good
17 Hoabiason O NSGrmalSt7s humiity - 473 humiite s, Good References &%
inaPiaeon O... rina|S473 power .oower int o
didrazz Space 8 X |19 kingPigeon O.. NSTirinalSé7Stemp  S475temp in16 Good G B eread ~ (+]
G FeHiglicht b Reference Target DisplayName
2 Root HasTypeDefini... BaseObjectType
~ 3 Objeats i ke
& Server Organizes S475temp
~ 23 gateway Orgarizes 475, humidity
> i coml.M140T
& Iansa7s
2 Types
D Views
Log #x
%0
Timestamp Source Server Message A

2022/06/02 140331338 Attribute Plugin

kingPigeon O..

Read sttributes of node 'NS1[Stringllan.S475" cucceeded [ret = Good].

2022/06/02 14:03:31.340  Reference Plugin kingPigeon O... Browse succeeded.
2022/06/02 140331504 AddressSpaceModal  kingPigeon O.. QascAddressSpaceModek:mimeData
2022/06/02 1403:31.904 DA Plugin QascDaModel:dropMimeData
2022/06/02 14:03:33.081 DA Plugin kingPigeon 0., Found existing subscription for Serverld 0
2022/06/02 1403:33.081 DA Plugin kingPigeon O.. ltam humid i 250, Q =1, DiscardOldest=1, ClisntHandle=79
2022/06/02 1 33.081 DA Plugin kingPigeon O... Item i i . i , Dis 1. Cli
2002/06/02 1403:32.081 DA Plugin kingPigeon O... Item [N$1|String|S475.temgl: Samplinginterval=250, Queuesize=1, DiscardOldest=1, CientHandle=81
DA Plugin kingPigeon O, CresteMenitoreditems succeeded [ret = Good]
DA Plugin kingPigeon O... Item [NS1|String|$475 humidity] succeeded : Revised! 1, 17 [ret = Good]
2022/06/02 1403:33.087  BA Plugin LingPigeon O.. ftem g power] succeeded : Revi =250, 1, d=18 [ret = Goad]
2022/06/02 1403:33.087 DA Plugin kingPigeon O... ltem 75 temp] succeeded ; 19 [ret = Good]
2022/06/02 1408:18.647 DA Plugin kingPigeon O.. [Write 1o nede ‘NST[Sring|M140TDO1" succeeded [ret = Good] | v

5.4.7 MQTT Client Configuration

The "KingPigeon" JSON data format of MQTT Client and MQTT Client II is the same as
King Pigeon MQTT. Refer to: 5.4.19 King Pigeon MQTT Data Format
Connect to the ThingsBoard platform, select the JSON data format in the

"thingsboard-telemetry-gateway" format. The ThingsBoard platform domain name is

thingsboard.cloud.

Connect to a platform that supports Sparkplug B, such as the ignition platform, select the

97

Shenzhen Beilai Technology Co., Ltd.

V1.0




Vo N
BLIIOT

MAKE lIOT €EASIER

Industrial loT Gateway BL101 BL103

JSON data format in the "sparkplug b" format, click the button next to the data template item,
enter configuration box to configure the group ID and edge node ID.

The difference between MQTT Client and MQTT Client II is that the subscription topic of
MQTT Client II does not work. The purpose of MQTT Client II is that the platform can view

the data but cannot control the data. Therefore, MQTT Client II connection is not introduced.

The configuration of MQTT Client is as follows: Connection without certificate and the

JSON data format in KingPigeon format as an example.

Paps

Search Clear Import Export Read Config.

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8

1t

I ® O B

Write Config) Monitor Remote Log

- 0 X

B ®|a
7 Help About

B fhBL103Pr0
B coMm1

MQTT Client

@M140T
E}GEiLAN
5475
(G WAN
“A‘MG
B E9veN
€ OpenVPN
f*éA\arms
[;:é,Tasks
B @DataSewices
@@ Pass Through
@ Modbus RTU=
@ Modbus TCP §|
G BAChet/IP
§OPC UA
B &S Cloud

Client Certificate File

Client Key File

Variable Type
test.mosquitto.org
1883
BL10x_MQTT
BL10x_MQTT

BL10x_MQTT

Data Temph*

KingPigeon

Subscribe Topic
Publish Topic

Upload Cycle(s)

Data Retransmission(_J

BL10x MQTT down

BL10x MQTT data > Delet

30

I iBBB

Device

Variable Name

@MQTT Client Il

(1) Double-click "MQTT Client" to enter configuration box. (2) Click the Enable button to
enable MQTT Client. Default: off. Gray: Disabled, Green: enabled. (3) IP/domain: fill in the
IP/domain name of the MQTT server. 4) Port: Fill in the MQTT server port, Default: 1883. (5)

Client ID: The client identifier used in the MQTT connection message, and the server uses the

client identifier to identify the client. (6) Username: The username used in the MQTT

connection message, the server can use it for authentication and authorization. (7) Password:

The password used in the MQTT connection message, which can be used by the server for

authentication and authorization. (8) Data template: Select according to the JSON data format

supported by the MQTT server, default is "KingPigeon". (9) Subscribe topic: The topic name

used by the MQTT subscription message. After subscription, the server can send a publish

message to the client for control. (10) Publish topic: The topic name used by MQTT to

publish the message. The topic name is used to identify which information channel the

payload data should be published to. (11) Upload cycle: The interval for regular data release,

default is 30S. (12) Data retransmission: whether to enable data retransmission, Gray:

disabled, Green: enabled. (13) Select data point upload: select the data point to be uploaded in

the box on the right side of the configuration box, the default is blank means all upload.
(14) Click "OK" to confirm the configuration of King Pigeon MQTT. (15) Click "Write
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Configuration", the MQTT Client will not be enabled until the gateway device restarts.
Re-open the configuration software to log in to the device, and you can see on the basic
information page that the prompt light of "MQTT Client Online Status" is green, indicating
that the MQTT Client is connected. The rightmost shows the online status of the slave device.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
VVVVV 1 - = -
Pl o e 1t D B @
Search: Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
= g5,BL103Pro .
B &comt
QM140T
LAN 1
& @] Name Value Cloud Status Port Device Name Status
@475 Name Beilai Gateway fvartT client ® | ||[oomT waor ®
EHIWAN Time 17:08:34 08/29/2022 MQTT Client Il ® LAN 5475 @
G Model BL103Pro Ali loT )
B E=JveN Version viaz HUAWE 1oT ®
. 4G Module EC200SCNAAROTADIM 16 AWS 10T ®
) OpenVPN
; IMEL 858618052204261 KingPigeon IoT o
Tig Alarms : =
Signal Strength 19 (Normak14-31) KingPigeon Modbus loT ®
[ Tasks Soerater NULL
= & Dpataservices SIM ICCID NULL
@ Pass Through SIM Status Failed
@ Modbus RTUSTCP
) Modbus TCP Server
©IBACne/IP
Refresh
§OPC UA
E & Cloud
@MQTT Client
@MQTT Client Il

5.4.8 View and Send Command by MQTT.fx

B Edit Connection Profiles =] x
= Profile Name | MQTT Server
0
1 Profile Type  MQTT Broker v ‘\\ %
MQTT Server
MQTT Broker Profile Settings
A Broker Addresy | test.mosquitto.org
| |

Broker Pory | 1883

cliantlnw Generate
General WVEEReENIEE SSL/TLS  Proxy  LWT

User Name | test

Password | seee
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Note: The Client ID cannot be the same as the Client ID filled in the configuration software.
Message received on MQTT.fx
The subscription topic on MQTT.fx is the publish topic configured on the MQTT Client

@ MQTT&-17.1 - o X

I8 Extras  Help

.
B T <{o]

Publish Scripts  Broker Status  Log

BL1G MQTT_data - (=S o QD -

BL10x_MQTT_data BL10x_MQTT _data T
Dump Messages Mute fosn

BL10x_MOTT_data 2

QoS0

BL10x_MQTT data

02-06-2022 15:30:30.55830651 Qoso

:"signal_st
ii1"flag”

Topics Collector (0) Scan P
i1y,
"humidity”, "value
Gateway”,"time":
0.55.0.07}
Payload decoded by Plain Text Decoder
Publish with MQTT.fx

The publish topic is the subscribe topic on the MQTT Client
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@ MaTT& - 1.7

Extras  Help

Subscribe  Scripts

L
"sensorDatas” :
[
i
“switcher” : 1,
"flag" : "DO1
i
“down":"down’

@ MaTTfx - 171

ﬁ Extras  Help
]

Publish  Subscribe

i) -Uo-u
2022-06-92
2022-06-02
Z -06-82
2022-06-02
2022-06-02 INFO
2 -B6-82 INFO

"sensorDatas”
[
i
"switcher” :
“flag” : "DO1
I
1,
"down ™ : "down"
it ic BL16x%_MQTT_down (Qc

"switcher” :
"flag" : "DO1"
1
T

’
'down ™ : "down"”
- 10 topic BL1OX_MQTT_dow

2 »

INFO
INFO
INFO
INFO
2622-06-82 INFO
2622-06-02 9 INFO
2022-06-02 : 9 INFO

101

Broker Status  Log

Broker Status

- MqCC L MO0
- MgttFX ClientModel
- MgttFX ClientModel
- MgttFX ClientModel
- PublishController

- MgttFX ClientModel
- MgttFX ClientModel

0, Retained: false)
- MgttFX ClientModel
- MgttFX ClientModel
- PublishController
- MgULFX ClientModel
- MgttFX ClientModel

9, Retained: false)|
= MCCFR CUTentHodeT
- MgttFX ClientModel
- MgttFX ClientModel
- MgttFX ClientModel
- MgTtFX ClientModel
- MgttFX ClientModel
- MgttFX ClientModel
- MgttFX ClientModel

Disconnect “ o
ey Qos1 Qo052 Retained o
- O x
Disconnect ' o

SgerangaN e A PO
messageArrived() added: message #26 to to
messageArrived() with topic: BL10X_MQTT_data
messageArrived() added: message #27 to to

*BL16x_MQTT_data’

'BL16x_MQTT_data’

: publish

attempt to add PublishTepic
sucessfully published message {

messageArrived() with topic: BL16x_MQTT_data
eArrived() added: message #28 to top
h

attempt to add PublishTopi

L10x_MOQTT_data’

! suC fully published message {

messageArrived() with topi
messageArrived() added: m
messageArrived() with topi

BL16x_MOTT_data
age #29 o to

e Li6x MQTT data’
BL10x_MQTT_data

messageArrived()
messageArrived()
messageArrived()
messageArrived()
messageArrived()

added: message #30 to top
with topic: BL16x_MQTT_data
added: message #31 to top
with topic: BL16x_MQTT data
added: message #32 to

Shenzhen Beilai Technology Co., Ltd.

*BL16x_MQTT_data’
'BL18x_MQTT_data’

'BL1OX_MQTT_data®

V1.0



Vo N
BLIIOT

MAKE lIOT €EASIER

Industrial loT Gateway BL101 BL103

@ MQTTH - 171

Extras Help

E

Disconnect

Publish Scripts  Broker Status  Log
BL10x_MQTT _data v [ Autoscroll IERERY
g BLIOX_MUI | _data 2
Qos 0
Lo Hesages L skite BL10x_MQTT_data 28
qoso @
BL10x_MQTT_data 29
Qos 0
BL1OX_MOQTT data 30
BL10x_MQTT data
02-06-2022 15:43:31.56611013|
{"sensorDatas™:[{"flz oS "
2 {"flag":"DO1","switcher":0},{"flag":"D02" ,"switcher":1},{"flag"
i » Swilcner a1}, {"flag":"DO5","switcher~:1},{"flag
witcher”:1},{"flag":"D08" ,"switcher":0},{"fla
swi meql FmLyoagmem £ =cui
Topics Collector 0] St e : itcher~:1},{"flag":"DING","switcher
2 © 1},{"flag”:"DIN7", switcher™:1},{"fL DIN8","switcher™:1},{"flag™:"temp™, "valu
2890}, {"flag”: "humidity”,"value":7770},{"flag": "power”,"value":1134}1, "gateway_ind
i Gateway”,"time 16541558107, "addTime":"2022 -82
n
Payload decoded by = Plain Text Decoder v
& MQTT.f - 1.7.1 - m} X
Extras Help
E Disconnect “ o
Publish Scripts  Broker Status  Log
BL10x_MQTT_data v [ Autoscroll RS
BL10x MQTT data QoS0
Dump Messages Mute BL10x_MQOTT_data 23
QoS0
BL10x_MOTT_data 29
QoS0
BL10x_MQTT_data 30
BL10x_MQTT data
o =1ng":"0.00000 {~flag":"signal_st
ag”:"D02" ,"switcher™:1},{"flag"
"DO8","switcher”:0}, {"fla
g":"DIN1" ,"switcher™:1},{"flag":"DIN2" ,"switcher":1},{"flag":"DIN3", "switcher":1},{
: = "flag”:"DIN&" ,"switcher~:1}, {"flag":"DIN5","switcher~:1} :"DING", "switcher~:
Topics Collector {0] Scan i * i x
" ] Y17 flag™:"DIN7", "switcher®:1},{"flag":"DIN8"," switc F,1"flag”:"temp”, "value
7 13411, "gateway_ind
Payload decoded by Plain Text Decoder
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5.4.9 Alibaba Cloud Configuration

Device Certificate

Device Certificate copy

ProductKey

DeviceName

DeviceSecret

Certificate Installation Modes

v Introduction to the unique-certificate-per-device and unique-certificate-per-product modes

Blilot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - 0 X
Search Clear Import Export Read Config. Write Config| Monitor Remote Log 3. Help About
1l
a6 Ali loT
B Even y
g 0penveN Vaciable Fypic: Port Device Variable Name
i Alarms Status
|- FR Tasks Authentication Mode | Device Secret -] ®
= @Data_‘.ervices Region | China(Shanghai) - °
—@Pass Throy Ip| |
| - Modbus R| ProductKey | |
—@IModbus T DeviceName | BL1Ox- |
- @BACnet/IP DeviceSecret |
| —@orcua LG =
B &Cloud Client Certificate File =]
| emarrcid Client Key File =]
- @MQTT Clie Upload Cyclefs) | 30 |
|
- @HUAWEI |
- @AWS loT I =T
—EJKingPigeon loT
1 -&@1KingPigeon Madbus loT
L '@Advanced Settings =

(1) Double-click "Alibaba Cloud IoT" to enter configuration box. (2) Click the Enable button
to enable Alibaba Cloud. Default: off. Gray: Disabled, Green: enabled. (3) Authentication
mode: Choose whether to use a key connection or a certificate connection. The default is key
connection. (4) Region: Select the Alibaba Cloud region, default is China (Shanghai). (5) IP:
The IP address of Alibaba Cloud for the enterprise version, don't need to filled in for the
public version. (6) ProductKey: The same as the ProductKey in the Alibaba Cloud device. (7)
DeviceName: The same as the DeviceName in the Alibaba Cloud device. (8) DeviceSecret:
The same as the DeviceSecret in the Alibaba Cloud device. (9) CA file: When enabling
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certificate connection, select the root certificate file to upload. (10) Client certificate file:
When enabling certificate connection, select the client certificate file to upload. (11) Client
key file: When enabling certificate connection, select the client key file to upload. (12)
Upload cycle: The interval for regular data release, the default is 30S. (13) Select data point
upload: select the data point to be uploaded in the box on the right side of the configuration
box, the default is blank means all upload. (14) Click "OK" to confirm (15) Click "Write
Configuration", and Alibaba Cloud will not be enabled until the gateway device restarts.
Re-open the configuration software to log in to the device, and you can see that the "Alibaba
Cloud Online Status" indicator light is green on the basic information page, indicating that

Alibaba Cloud is connected. The rightmost shows the online status of the slave device.

Blilot Beilai Industrial Gateway www BLiiot.com V1.1.3.8 — 3 X
Lo p o @i &k © O B m® d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log X Help About
46
B Even
@ OpenVPN
i Alarms Name Value Cloud Status Port Device Name Status
BBTasks Name Beilai Gateway MQTT Client & COM1 M140T -
E} Spatastenvices Time 17:30:33 08/29/2022 MQTT Client 1 ) L AN 5475 ®
Model BL103Pr0 Jati 1o ol
{oiPass Thimual Version EES HUAWEI loT ®
©Modbus RTU=TCP 4G Module EC200SCNAAROTAQIM 16 AWS loT ®
@ Modbus TCP Server IMEI 868618052294261 KingPigeon loT ®
@BACnet/IP Signal Strength 20 (Normal:14-31) KingPigeon Modbus loT ®
QOPC UA operatar NULL
B-&Cloud SIM ICCID NULL
SIM Status Failed
@MQTT Client Il
QAl loT
@ HUAWEI 10T
QAWS loT

& KingPigeon loT
P KingPigean Modbus loT
@Advanced Settings

5.4.10 View and Send Command by Alibaba Cloud

Alibaba Cloud platform adds data points as shown in the figure below: Only the identifier of
the Alibaba Cloud platform needs to be consistent with the variable label on the configuration
software. For example, if the S475 data point temp is collected, and the configured variable
label is "temp", the identifier of the data point added on the Alibaba Cloud platform must be
"temp", and the function name and the variable name on the configuration software can be

different.
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BL101 BL103

E (-] Alibaba Cloud & Workbench China (Shanghai) v Q Search Expenses Tickets ICP  Enterprise Suppot @ B O W ® &N
& Public Instance IoT Platform /  Devices / Products / Product Details /
evices <« Edit Draft
Prediicts Product Name ProductKey aloVeEKKXWy Copy
rodu
Devices @ You are editing a draft. You need to dlick Publish to apply the TSL model.
Groups Import TSL Model Version History V' ?
Jobs Q Default Module
, ) Default Module
Rules Engine Feature Type Feature Name(all) 7 Identifier 4 Data Type Data Definition Actions
. +Add Module
Maintenance Bropesfies /C—\ ower inta2 Value Range: -214748364 Edit | Delets
roperti (Custom) wer o
o power (Custom 2 oot it | Delete
Resource Allocation v
Value Range: -214748364
Properties humidity ( Custom humidity Int32 Edit Delete
Link Analytics [ 822047483647
2147
Link Visual Properties temp Int32 Valug Bange: 214748364 Edit  Delete
8 ~ 2147483647
Documentation and Tools \ Focleanyelge:
Properties DINg DINg 8oolean 0-0 Edit | Delete
1
dback
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
= o s
D8 2 8 A ¥ W@ a
Search Clear Import Export Read Config. Write Config. :Monitor Remote Log £ Help About
Bl ghBL103Pr0 Variable Name Slave ID Address Type Address  Value Unit  Data type *mugm_ Map Address  Ratio
B -@com fkemp 1 04 Input Registers(3x) 24 int16 emp 16(M.400017) |1
a humidity 1 04 Input Registers(3x) 25 int16 humidity 17(M.400018) 1
M140T
power 1 04 Input Registers(3x) 14 uint1s  fpower 18(M.400018) 1

AN

DWAN
URET)
FvpN
2 OpenVPN

=]

'nAIarms
i;:éTasks

[ EDataServices
&) Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
@BACNet/IP
©OPC UA

E & Cloud

@MQTT Client

@MQTT Client Il

The data received by Alibaba Cloud is as follows:
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Bpenses  Tikets  ICP Enterprise Support App [ O W @ EN

= () Alibaba Cloud & workbench

€ Pubiic nstance 10T Platform / Devices / Devices / Device Details

«

Devices

Products View

Products

Copy

Device Information  Topic List Device Shadow ~ ManageFiles | Devicelog ~ Online Debug  Groups | Task
Groups
i Events  Invoke Service

Rules v Property identifier value Expected Value Actions

ty Name Data Type

Default Module
View
Maintenance v oiNt oIt bool Jun 15, 2021, 201426337 1M el
Resource Allocation 1
o2 o2 bool Jun 15,2021, 201426337 1
Link Analytics (%
DIN3. DIN3 bool Jun 15, 2021, 201426337 1 B L
Link Visual v
DIN4 oiNg bool Jun 15, 2021, 20:14:26.337 1M - Data
Documentation and Tools
DINS DINS bool Jun 15, 2021, 20:14:26.337 m = Ve
DiNG oiNG bool Jun 15, 2021, 2011426.337 10 G
x ¢ View
oIN7 oiN bool Jun 15, 2021, 201426.337 1m e
View
oiNg oiNg bool Jun 15,2021, 201426337 1m = e
Do1 o1 bool 201426337 ;s —

Expenses Tickets ICP Enterprise Suppot App B QA W @ E

E () AlibabaCloud & workoench China (Sha. . v

Iny vy ooor o -
202130812 Datz
€ Public Instance
Jun 15, 2021, i
DINg DINg bool v 1m & %‘f‘:
. 2021:30812
Devices -
Jun 15, 20: - View
16M 2
Products o1 DO1 bool e ) Data
Jun 15,2021,
m D02 o2 bool o m - it
2021:30812
Groups
Jun 15, 2021, . View
D03 D03 bool 1m - Data
_— 2021:30812
Jun 15, 2021, View
ifi D04 DO4 bool 10 - :
CA Certificate e 202130812 beta
Rules v Jun 15, 2021,
DO5 DOS bool i o - Ban
202130812
Maintenance
Jun 15,2021, « w
D06 006 bool prl e 0 - Yen
Resource Allocation v
Jun 15, 2021, View
plerd po7 bool o -
Link Analytics [ 20:21:30812 Data
Link Visual 7 Jun 15, 2021, . Vi
D08 Do bool = oo = Ba
202130812
Documentation and Tools o — . [ o0 . Vi
! 202130812 s
Jun 15, 2021, View
temy tem) int 2730 -
2 8 2021:30812 Data
Geolocation eEnE struct . . - bt

Alibaba Cloud Platform Send Command
Note: The shadow function of Alibaba Cloud devices is not supported, and the command must

sent through online debugging.
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E () AlibabaCloud & workbencn China (Shanghai) v Q Expenses Tickels ICP  Enterprise  Support Az A w ® = @
Sapublicinsance Select device: BL10x-Z=48 v BL10x-miyao s 4
Devices e @ Oniine debugging only supports debugging real equipment, please use x Real-time Logs ® Online Ammkefres@} &
Device simulator
virtual equipment debugging
Rules Engine v
Time Content
Maintenanice & erty Debugging | Service Calls | Remote Login .
TS QU nsanal o pulc aram
Real-time Monitorin Module:  Default Module M Aug 29,2022, 04DV 1Y 0 Dl
9 IN4\"1,\"DOB\"
17:54:00.458
ity\"0,\"signal_
Dashboard - 5400 ua/zg/zozz UTC 48000\
AT 0 Tme': 2022-05.28 17540045
| i
Online Debug 0-0 v | Debr E(quA'AedSKr\DDDDGU Resu!lDa!a (\Ing
| | | | SRIing 2 gnal_strength\"\"5092 - property not found\"\"seq
o i dV\Tat\"\"5092 - property o found\'\'time._sea\"\'5092 - property not found
D02(002) 5 ontent™"nul’, Traceld"0a30621f dibc’, Productke
Device Simulation Get e ", T 0230621f16617668404306755db9c,"Productii
‘aloVeEKKXWv","BizCode":"ThingModel","DeviceName":"BL10x-miyao","Messa
Device Log Please selec rameter (bool) v ge\d k.
= Set expect...
OTA Update bO3DO TSL Messages ( o (rue clientld":"nu Instanceld"iot-public”,"
F n /sys/a10VeEKKXWv/BL10x-mi
Please select  parameter (bool) V| Debugaing v 409252022y yanlmmg/evem/pvoper\y/pﬂs( “Code""200""Rezson’ ,mmme 2022 08-29 -4
. 17:54:00.445 64 e
Remote Config ""lotld’ Dat
0404 &7 Content™nu’ Tva(eld as08a 6ot 768440 S5aSC Procuctke
¥ 10VeEKXWy","BizCode": ThingModelMessage”, DeviceName'"BLi0x-miya
Alert Center s celect 3 prameter (bool) | S o Messageld" 1564169616339 1857
Secure Tunnel ¥ @
Resource Allocation v SeiEZEAED e
Link Analytics [
©) Feedback
E (-] Alibaba Cloud £ Workbench China (Shanghai) v Expenses Tickets ICP  Enterprise  Support = A w @ &N
<« Ppublic Instance IoT Platform / Maintenance / Online Debug
o . Online Debug
Rules Engine v Select device: | BL10x-Z=48 v BL10x-miyao v
Maintenance A @ Onine debugging only supports debugging real equipment, please use o Real-time Logs ® Oniine &
virtual equipment debugging cvee smaser
Real-time Monitoring Sime ot
i rty Debugging | Service Calls = Remote Login
ashboar -
TSL Messages {"Status™: true "“clientld":"null","Requestld™:"null","Instanceld":"iot-public","Param
% Time"2022-08-29 17:5512.392" Operation’: KXWY/BL1O
. le: s D
Online Debug Module:  Default Module o ’1‘;‘2 5%3'2232222' yzo/lhmg/sewlce/ptcpeny/sel reply","Cod
a3 08-20T17:55:12.3 lot
— = e ous06a e o851 256edTBatbIe
evice Simulation 01000 " ThingModelMessage",DeviceName":"BL10x-miya
Berlit- o
Device Log 00 v Debugging v
TSL . Requests
D02(002
OTA Update ©02) ——
X se select a parameter (bool) \  Debugging v 17:55:30.458 ¢
Remote Config
D03(003) 4
Alert Center EWUAATAGASKN000000",‘ResultData™(\/Ing\\-5092 - pruperlynouound\,\ Si
| Debugging Vv gnal suengm\ \5092 property not found\"\"seq\"\"5092 - property not foun
SecnreTinnel AV \lat\") - property not found\",\"time_seq\"\"5092 - property not found
004(004) “Traceld""0a3062(f1661766930433490641b9c","Productke
oVeERKI B TrngMocelDevceNamens 8L 10w e Messa
Resource Allocation v se select a parameter (bool) v Debugging geld"

Link Analytics 4

Set expectations Reset

&) Feedback
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5.4.11 HUAWEI Cloud Configuration

Bliiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 — X
& y = 21 )
e P & @ @ O W @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log X Help About
G HUAWEI loT
B E9veN i 3 Enablel
) OpenVPN Variable Type Port Device Variable Name
¢ Alarms Callection Point COM1  Mi40T Dot
S - - us
< Authentication Mode Device Secret e ection Post o T s 5
EQTasks IP/Domain © mgttscn-north-4.myhuaweicloud| ——— comr  |msaor Doz 5
B} E&5)Dataservices Bk 1883 Collection Point coM1  Mi40T Do4
@ Pass Through : Collection Point coM1  M140T DO5
Device ID 4
@ Modbus RTU o x5 iCollection Point comi M140T Do6
Device Key
Collection Point com1  Mi40T Do7
@ Modbus TCP § A Iz‘
©BACher/IP Collection Point comi  mi4oT D8
©OPCUA Slant Cortificate fe [-] Collection Point CoMI  Mi4oT DIN1
Et Rey e = Collection Point comi  MidoT DINZ
E&Cloud Server D] Collection Point COM1  M140T DINZ
@MQTT Client Upload Cycle(s) 0 Collection Point COM1I  M140T DIN4
QMQTT Client Il Dt Retransirissiorl. ) Collection Point comt  mi4oT DINS
Al loT iCollection Point comi M140T DING
I:I lection Daint coml_aanT i
ok || cancel
grvsir | [ox Jlemed]

@ KingPigeon loT
@ KingPigeon Modbus loT
{‘S’}Advanced Settings

Bliiot Beilai Industrial Gateway www BLiiot.com V1.1.3.8 - X
8 - F
P L o o i ¥ @ W ® G
Search Clear Import Export Read Config. [Write Config] Monitor Remote Lo £ Help About
alag HUAWEI IoT
[SRm@EN @) enable
@ OpenVPN Variable Type Port Device Variable Name
" Collection Paint LAN 5475 temp
15 Alarms L - = tus
_0 Authentication Mode Device Secret Collection Paint LAN 475 humidity 3
(o Tasks IP/Domain >t-mgtts.cn-north-4.myhuaweicloud! Collection Point LAN 8475 power 9
B Bataservices e =
) Pass Through S
@ Modbus RTU= Deviee ey
@ Modbus TCP § e E
© BAChet/IP Client Certificate File =
©OPCUA Client Key File =
El&cioud Server ID 5475 ~
@MQTT Client Ol Gl
_ ] o v —
©MQTT Client I Data Retransmission(_J
@Al loT |

@AWS . I OK | Cancel

£ KingPigeon loT
69 KingPigeon Modbus loT
{§}Advaﬂced Settings

(1) Double-click "HUAWEI CLOUD IoT" to enter configuration box. (2) Click the Enable
button to enable HUAWEI CLOUD. Default: off. Gray: Disabled, Green: Enabled. (3)
Authentication mode: Choose whether to use a key connection or a certificate connection.
Default is key connection. (4) IP/domain: Connect to the address of HUAWEI CLOUD, enter
the console, click Overview, and the platform access address of the device access service
console, you can view the server address. (5) Port: 1883 by default, 1883 for key connection,
and 8883 for certificate connection. (6) Device ID: Set the same as the device ID on
HUAWEI CLOUD. (7) Device key: Set the same key as the key on HUAWEI CLOUD, and
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enter the key when creating a device. (8) CA file: When enabling certificate connection, select
the root certificate file to upload. (9) Client certificate file: When enabling certificate
connection, select the client certificate file to upload. (10) Client key file: When enabling
certificate connection, select the client key file upload. (11) Server ID: Set the same as the
service ID on HUAWEI CLOUD, the service ID set when creating the product. One service
ID or multiple service IDs can be set. This example introduces multiple service ID
applications, adding "M140T" and "S475" service IDs. (12) Upload cycle: The interval for
regular data release, the default is 30S. (13) Data retransmission: whether to enable data
retransmission, click the button to enable. Gray: disabled, Green: enabled. (14) Select data
point upload: select the data point to be uploaded in the box to the right of the configuration
box, the default is blank means all upload. In this example, the service ID "M140T" selects
the data point of M140T to upload, the service ID item selects "M140T", right-clicks the
mouse in the right box, the data point box pops up, and selects the data point of "M140T", for
example: click the data point of M140T DOI, click and hold the left mouse button, move the
mouse down to the data point to be uploaded, click "OK", and the data point you selected will
be displayed in the box. Select the service ID "S475", right-click in the box, the data point
box will pop up, select the data point, and click "OK".

(15) Click "OK" to confirm the configuration of HUAWEI CLOUD. (16) Click "Write
Configuration", HUAWEI CLOUD will be enabled after the gateway device restarts. Re-open
the configuration software to log in to the device. On the basic information page, you can see
that the "HUAWEI CLOUD online status" indicator light is green, indicating that HUAWEI

CLOUD is connected. The rightmost shows the online status of the slave device.

Blilot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - 0 X
" Ay = )
D& 8 o i 2 @ O B ® @ a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log $7  Help About
4G
B EveN
@ OpenVPN
f‘aA\arms Name Value Cloud Status Port Device Name Status
R Tasks Name Beilai Gateway MQTT Client @ com1 mi4oT @
Ti 18:22:12 08/29/2022 MOQTT Client I LAN 5475
B} & Dataservices e Lo 97 Glent ®
Model BL103Pro Ali loT ®
Pass Th h
@ Pass Throug Version Vi3 JHUAWEI 10T @]
@ Modbus RTUSTCP 4G Module EC200SCNAAROTA09M16 AWS 0T ®
@ Modbus TCP Server IMEI 868618052294261 KingPigeon loT ®
BACnet/IP Signal Strength 21 (Normal:14-31) KingPigeon Medbus loT
®
©O0PC UA operator NULL
Bl &5 cloud SIM IcCID NULL
. SIM Status Failed
@ MQTT Client
@ MQTT Client Il
DAl loT
Refresh
QAWS loT
@ KingPigeon loT
@ KingPigeon Modbus loT
{§}Advanc9d Settings
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5.4.12 View and Send Command by HUAWEI Cloud

The property name is the variable label identifier on the configuration software

= loT Device Access <
Model Definition Online Debugging ~ Topic Management

PN i Import from Library Import from Local Import from Excel Export
R ot
M Service List ®cC = Modify Service  Delete Service
T
Devces - Property Name Data Type Access Mode Description Operation
D e = Dot Iteger Readable, Witable Edt
[a) T D02 \ Integer Readable, Wiitable Edit | Delete
Storage Management
! 003 Integer Readable Witable Copy | Edit | Delete
osm (T =
= D04 Integer Readable Wiitable: Copy | Edit
© | Resource Spaces
005 Integer Readable Witable Copy | Edit | Delete
) I - —
= [oTDA nstances D06 Integer Readable Writable Copy | Edit | Delete
@  oocument & o7 Integer Readable,Witable Copy | Edit
AP Explorer & 008 Readable Witable Copy | Edit
T— o1 Readable Witable Copy | Edit Delete
N— o DIN2 Integer Readable, Writable Copy | Edit
W v ] Towremsts < 2 >
Command Name Command Parametars Response Parameters Operation
IMMDT'FZ! 'D01.D02,003,004, Dowoﬁi\snov D08 Copy  Edit De\:'&]
10 <] Tt Rocrds
BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - X
u = -
DE 98 A & | ® ® a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log $1  Help About
= EI'!:BU 03Pro S Variable Name Address Type Address Value Unit Data type ‘ Varibale Key Map Address Ratio
B &com DO1 01 Coil Status(0x] 0 bool 01 0(M.000001) none
DO2 01 Col Status(0x) 1 boal Do2 1(M.000002) nene
DO3 01 Coil Status(0x) 2 bool 03 2(M.000003) none
Bl LN D04 01 Coil Status(0x) 3 bool 04 2(M.000004) none
@ S47S DO5 01 Coil Status(0x) 4 bool as LI(M.000005) none
TZIWAN D06 01 Coil Status(Dx) 5 boal D06 5(141.000006) none
WG po7 01 Coil Status(0x) 5 bool o7 5(M.000007) none
B @Even po8 01 Coil Status(0x] 7 bool 08 17(M.000008) none
- DINT 02 Input Status(1x) 0 boal INT 8(M.000008) lnane
) OpenVPN
. DINZ 02 Input Status(1%) 1 boal IDIN2 9(1.000010) nene
1% Alarms
DINZ 02 Input Status{1x) 2 bool IN3 10(M.000011)  mone
EC:!TES"S DINg 02 Input Status(1:) 3 bool IN4 11(1.000012) none
[} &Dataservices DINS 02 Input Status(l) 4 bool NS [120M.000013)  none
@ Pass Through DING 02 Input Status{13) 5 bool DING 13(M.000074)  none
© Modbus RTU=TCP DINT 02 Input Status{1x) 5 bool IN7 14(M.000015)  none
DINg 02 Input Status{1 7 bool INg 15(.000016)
€9 Modbus TCP Server pU Stati (1R s g ) biliia
@ BACnet/IP
QOPC UA
Bl &Cloud
@ MQTT Client
@MQTT Client I
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Data received by the HUAWEI CLOUD IoT platform:

" HUAWEI CLOUD

Dol BL1OX 2

(u}
Products BLXXX
Devicss N . a
Sacrat
Jan 222021 12:06.20 GMT+0& 00 Direct
vins v
@ Rues . ]
Latest Data Reported ey s oan @ Rl ©
DO1 Do2 DO3 DO4 DOs
oam v
[Hew g e oy e ey
Wi w401 wa wisor Mra0T
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Send command by HUAWEI CLOUD

Add command

IoT Device Access
Online Det

Topic Management

[Changs) Add Service Import from Library Import from Local Import from Excel

Service List ®C

i About Product Mo Export

M140T Add Property
5475

- Property Name Data Type Access Mode Description Operation
< 001 Integer Readable,Witable Copy | Edit | D

T 002 Integer Readable, Witable Edit | Delete
003 Integer Readable,Wiitable Copy | Edit | Delete

D04 Integer Readable,Witable Copy | Edit
005 Integer Readable,Wiitable Copy | Edit | Delete
006 Integer Readable,Wiitable Edit | Delete

@ Documentaton & 007 Integer Readable,Witable Copy | Edit
AP Explorer @ 008 Integer Readable, Witable Copy | Edit | Delete
N—— DINY Integer Readable,Wiitable Edit  Delete

Forum for help & DIN2 Integer Readable,Witable Copy | Edit

10 v | Total Records: 16 B:-

o

Command Name Command Parameters Response Parameters Operation

| EER D01,002.003,D04,004,005,006,007.008 Copy _Edit | Delete |

0 v warest < [l

Command to send data
Take the DO2 of M140T as an example

e All Devices | Device Dotails

Overview DeviceShadow  MessageTrace  Maiienance  Chid Deviees  Tags
-~ E
E .. @ 1Fthe productthat the devics belongs R a0 NBoT davices
M Srimbalghats Deliver Command
Ovarviss
B Synchronous Command Dell] @ ror <o Delvs Command
Products com nd
& e Atk e ey B et ol
Devicss "
@ Command T % ]
| AN Devices
& Asynchronous Command De e R
Growps
Queued Commands Historical
Sohware/Firmware 002 (I |
@ pra a Q|| Advancetsearch v~ | [©
Davice CA
& Cartiicates status T Command N by Plattorm Delivered
Rules «

Storage Management

] e | T

Resource Spaces

1aTDA Instances

Documentation

AP! Explorer

laT Davica Provisioning

% & % %

Fomm fot help
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Check whether the DO2 data has changed in the device shadow, from the original "1" to "0".

' HUAWEI CLOUD

5.4.13 AWS(Amazon Web Service) Configuration

Amazon Cloud supports multiple release topics, and the configuration is the same as
HUAWEI CLOUD's. This only introduces the configuration of single topic, and the data

points are all uploaded.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - g X
Y
[ 7 = R n
D& 2 2 i ' © ™ @ d
Search Clear Import Export Read Config. Write Config) Monitor Remote Lo B3  Help About
p: P g g g p
“A‘MG
AWS loT
B EveN
@ OpenVPN | Variable Type Port Device Variable Name
Tig Alarms | Status
L:e'Tasks L J
= @Da taServices IP/Domain r-ats.iotus-east-1.amazonaws.com [ 3
& Pass Thro #ort 8883
©Modbus R Thitg
€ Modbus Tl Client ID
©BAChetIP CAFile AmazonRootCAl.pem [=]
©OPC UA Client Certificate File ~certificate.pem.crt =
B & Cloud Client Key File private.pemkey [=]
QMQTT Ciid Publih Topic ST B
@MATT Ciid Upload Cycle(s) 30
@Al loT
@HUAWEI | |
[oreir]
@ KingPigeon loT
@ KingPigeon Modbus loT
@Advanced Settings

(1) Double-click "Amazon [oT" to enter configuration box. (2) Click the Enable button to
enable Amazon Cloud. Default: off. Gray: disabled Green: enabled. (3) [P/domain: Fill in the
terminal node, enter the console, and click "Interaction" of "Thing" to view. (4) Port: 8883. (5)
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Thing: Fill in the ARN, and click "Details" of "Thing" to view the ARN. (6) Client ID: fill in
the account ID and view it in the user information. (7) CA file: Select the root certificate file
to upload. (8) Client certificate file: Select the client certificate file to upload. (9) Client key
file: Select the client key file to upload. (10) Publish topic: the topic created when creating the
rule, the topic name used by MQTT to publish the message, click "Add" to fill in the
publishing topic name. You can fill in multiple publishing topics, select a publishing topic,
and click "Delete" to delete the selected topic. For example: the topic viewed in the "rule" of
"action" is "iot/topic", so fill in"iot/topic".

Rule query staterment

The source of thhe messages yvou want to process with this rule.

SELECT =% FROM

(11) Upload cycle: The interval for regular data release, the default is 30S. (12) Select data
point upload: select the data point to be uploaded in the box on the right side of the
configuration box, the default is blank means all upload. (13) Click "OK" to confirm the
configuration of Amazon Cloud. (14) Click "Write Configuration", and Amazon Cloud will be
enabled after the gateway device restarts. Re-open the configuration software to log in to the
device, and on the basic information page, you can see that the “Amazon Cloud Online
Status” indicator light is green, indicating that the Amazon cloud is connected. The rightmost

shows the online status of the slave device.

@ Pass Through
@ Modbus RTUSTCP
@ Modbus TCP Server
@BACnet/IP
GOPC UA

B &Cloud
@MAQTT Client
@MQTT Client Il
QA 10T
@HUAWEI loT

& KingPigeon loT
@ KingPigeon Modbus loT
{(}Advanced Settings

Model

Version

4G Module
IME

Signal Strength
operator

SIM ICCID

SIM Status

BL103Pro
V113
EC200SCNAAROTAOSM16
868618052204261

19 (Normal14-31)

NULL

NULL

Failed

AliloT

HUAWEI loT

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
gl PAN R 3
Popo A A ® O B ™ ® a
Search Clear Import Export Read Config. Write Config. Monitor Remote Log iz Help About
%MG
EHEzven
@ OpenVPN
T Alarms Name Value Cloud Status Port Device Name Status
B Tasks Name Beilai Gateway MQTT Client ® coM1 | M140T
B Svataservices Time 18:51:15 08/29/2022 MQTT Client 11 ® LAN 5475

bws 1o

KingPigeon loT

KingPigeon Modbus loT

Refresh

5.4.14 View and Send Command by AWS

Subscribe to the topic "iot/topic" in "Test" -

messages published by the BL103 gateway.
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AWS loT
Maritar
Activity
» Conmect
» Manage
» Fleet Hub
» Greengrass
» Wireless connectivity
» Secure
» Defend

» At

e spottight

amentation [

QB New console experience

Tell s what you think

AWSIT ) Te

MQTT client e

Connected as iotconsole-1661770810892-0 ~

Subscribe to a topic
b

e publish MQTT m

Publish to a topic o o

Subscriptian topic

these messages.

| It'mp\dl
Max message capture iafe
00

AWS loT

Monite

» Connect
» Manage

» Floet Hub

» Greengrass

b Wireless connectivity
» Secure

» Defend

» Act

O New console experience

Tell us wihat you think
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Subscribe to a topic
Publish
Publish Specify 3 topic and a message to publish with a QoS of 0

iot/opic
int/tapic x

a topic

Shenzhen Beilai Technology Co., Ltd.

V1.0



Vo N
BLIIOT

MAKE lIOT €EASIER

Industrial loT Gateway BL101 BL103

5.4.15 King Pigeon Modbus Cloud Configuration

JORN - I

& @A

Search Clear Import Export Read Config.

BLiiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8

' 2

Write Config

Fzany

Monitor Remote Log

=5

V7

&)
7

- X
? i
Help About

(=A=)4G

B EzveN
@ OpenVPN

KingPigeon Modbus loT

ﬁ%A\arms
Eé,Tasks
[} & pataservices
@ Pass Throu|
@ Modbus R
@ Modbus T
@ BACnet/IP
QOPC UA
B & Cloud
@MQTT Clie

You can change the server address ta log in to other cloud platforms.

Port

Modbus Station

modbus.dtuip.com

6651

;|

MQTT Clien

Ali loT

it

HUAWEI IaT

AWS loT

Login Messagk

MQTT Client Il

| KingPigeon loT

Port Device Name

com M140T

LAN 5475

Login ACK Message
Heartbeat Message
Heartbeat ACK Message

Heartbeat Interval(s)

60

|Kir\gPigeon Modbus loT

@MQTT Clie
@Al loT

@HUAWEI |
DAWS IoT
& KingPigeon loT

[ ingrigeon wobus o7

{@Advanced Settings

foneed

Refresh

(1) Double-click "King Pigeon Modbus IoT" to enter configuration box. (2) Click the Enable
button to enable King Pigeon Modbus. Default: off. Gray: disabled, Green: enabled. (3)
[P/domain: modbus.dtuip.com, filled in by default, no need to fill in. (4) Port: 6651, filled in
by default, no need to fill in. (5) Modbus station: Modbus communication address, set the
Modbus communication address of this gateway device.

(6)Login Message: data package of register connecting server, fill in the serial number of the
King pigeon cloud platform, need to contact the sales to provide the serial number. (7) Login
ACK Message: King Pigeon Cloud does not need to fill in, the server responds to the
registered data package. (8) Heartbeat Message: Heartbeat packets to maintain the connection.
King Pigeon Cloud fills in: Q, filled in by default, no need to fill in. (9) Heartbeat ACK
Message: The server responds to the heartbeat packet. King Pigeon Cloud fills in: A, filled in
by default, no need to fill in.

(10) Heartbeat Interval: The heartbeat packet sending cycle, the default is 60 seconds. (11)
Click "OK" to confirm the configuration of King Pigeon Modbus. (12) Click "Write
Configuration", the King Pigeon Modbus will be enabled only after the gateway device
restarts. Re-open the configuration software to log in to the device, and on the basic
information page, you can see that the prompt light of "King Pigeon Modbus Online Status"
is green, indicating that the King Pigeon Modbus is connected. The rightmost shows the

online status of the slave device.
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5.4.16 View and Send Commands by King Pigeon Cloud

The data point configuration of the King Pigeon Modbus platform is as shown in the figure
below. First build the data point, and then go to the read and write instructions of the link
protocol item to set the configuration data point Modbus ID, function code, address, data
format, byte order, and collection cycle. The Modbus address filled in by King Pigeon Cloud
is one bit offset from the Modbus mapping address on the configuration software. For
example: to collect M140T data point DO1, the Modbus mapping address on the

configuration software is "0", then fill in "1" for the King pigeon cloud bias. The names of the

sensors on the platform can be configured inconsistently in the software.

b2 = o= o= oo en e em e e en e

Link Protocol & Devics List

TCP Pratacol -
BL1ixModbus RTU|
HTTP Protocol Acauisit
mmmmmmmmmmmmm e o
wo ATy Al
MB TCP ‘Serial Number 46394
MOTT Pratocal
Al Sensors
UDP Frotosol _— F
TCP JSON Prodoct
CTCOAR Protocol 2
H
. )
CoaP Protseot g
05
3
a
oy
- 3
[ IS T
- Racsbve | "
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B o 0
Pa P o A 4 @ W@ d
Search Clear Import Export Read Config. Write Config. Monitor Remote Log $Z  Help About
= :L'I'& BL102Pro Variable Name Address Type. Address Value Unit Data type Varibale Key ap Address Ratio
5 @com loa: 01 Coil Status(0) 0 bool DO1 ogl.onoumz ] none
DO2 01 Coil Status(0x) 1 boal DO2 1(1.000002) none
DO3 01 Coil Status(0x) 2 bool DO3 2(th.000003) none
EHELAN DO4 01 Coll Status(0x) ] bool DO4 3(1h.000004) none
@S475 DO5 01 Coil Status(0x} 4 bool DOS 4{1.000005) none
Lo WAN DO6 01 Coil Status(0x) 5 bool DOB sth.000008) none
w46 Do7 01 Coil Status(0x) 5 bool DO7 s(h.000007) none
pos 01 Col Status(0x) 7 00 pos8 7(1.000008) nane
B Even L oot
DN 02 Input Status(1%) 0 bool DINT 5(1.000009) none
@ OpenVPN
i DINZ 02 Input Status(1x) 1 bool DIN2 9(h.000010) none
T Alarms
DIN3 02 Input Status(1¥) 2 bool DIN3 10JM.000011)  none
[BTasks DIN4 02 Input Status(1%) 3 bool DINA 11M.000012)  none
B & DataServices DINS 02 Input Status(1x) 4 bool DINS 12jM.000013)  none
@ Pass Through DING 02 Input Status(1¥) 5 bool DING 13IM.000014)  none
© Modbus RTU=TCP DIN? 02 Input Status(1x) 6 boal DIN7 14IM.000015)  none
DING 02 Input Status(1 7 bool DINg 1501M.000016]
@ Modbus TCP Server bputStatissiid o0 b ) none
G BAChet/IP
@OPC UA
E-&Cloud
@MQTT Client
@MQTT Client Il

The values of the collected data points are as follows:

B IR

g =8

DINt

oiNz =

BB°B8AAAAA
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BL10x(Modbus RTU)  Serial Mumber

DIN3
8 D 1477686 i AmQ RTCurve®  Hist Query’r
iNg
8 e A RTCurveG  Hist Queny
8 A RFCurvee  Hist Queryr
8 ” AlmQ RT Curvet  Hist Query’r
DINT : 7 .
* DiNg onnected AlmQ RT G Hist Q *
& nas=muar 1D 1477691 Updated 20221 G urve  Hist Query'e
S BU10% S7-200MART e 2 Conne )
- 3 ,,:',‘:,,,M e aa 2820 « + Amg Hist Queryr
& suivimorT
humidity & Connected sy <3
i - S i 6740w MG RTCUNE HistGuersh
LS B1102-57-200MQ7T-2 &2 Connected 4 o
- 8 ey 1424 « MmO RTCUVE HistQueryk
s
— 3 S [ RS MmO RTCurve Hist Gueryh
- s e
o BLIkModbes RTU)
Device graup managem  New device group 10 MicioPage v Tolal B9 Adicle < x. ifa]s Ty w2 P e

Send command by the platform

L] %
Are you sure o operale the device switch?

BL10x(Modbus RTU)  Serial Number (SR

Dot ¥ Connection requested (heartbeat packet)

AmQ RT Curvel
844

st Query

(==

1D 1477676 Updated 2022:08:29

2 Connect

AmQ  RTCurveS Hist Query'r

pdated 20

o3 7 Connection requested (heartbeat packet) i G 3
e & AmQ  RTCurve& Hist Queryr
101477678 Updated .29 19.28 44
Do1 =] i requesied (neartbeat packet) . i
IDA4TTETS Updated-2022-08-28 19.28:44 AlmQ RT CurveS  Hist Query’r
pos & con requesied (heartbe: S
AmQ  RTCurves Hist Query
11477680 Updated2022.08.29 19:28.44 2
[ 2 Connection requested (heartbeat packe, -
) i AmE AT Curvel Hist Queryh
101477681 Updated 2022.08:29 192844

E S
&S bes=mmoT
BN
E~

R AT nnection requested (heabeat packet) 5 i :
BL10457-200SMART a AimG AT CurveS Hist Query)
Ipdaled 2022.06:29 19.78 44
BLABMOTT
2 Connection reguested heartheat packet) .
N AImZ  RT Curves  Hist Query'r
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AlmC!

Hist Query)r

3
I BLI02ST-200MQTT:2
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5.4.17 King Pigeon MQTT Cloud Configuration

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 - O X
DEe& o o A 2 | e O B ® e q
Search Clear Import Export Read Config. |Write Config| Monitor Remote Log 3 Help About
46 | KingPigeon loT
= E=9veN
@0 Variable Type Port Device Variable Name
ﬁ‘éA\afm Status
[ Tasks IP/Domain 1883.dtuip.com ©
[ERShLES Port 1883 s
P Client ID :
oM User Name mMQTT
oM Password MQTTPW
QBA Gulbseribe Tapic B
@Ol Publish Topic
E-&Cloud Uploadd Eyelefs) 30
DM Data Retransmission(_J
oM
@Al
o [odcmal
P KingPigeon Modbus loT
@Advanced Settings

(1) Double-click "King Pigeon loT" to enter configuration box. (2) Click the Enable button to
enable King Pigeon MQTT. Default: off. Gray: disabled, Green: enabled. (3) IP/domain name:
1883.dtuip.com, filled in by default, no need to fill in. (4) Port: 1883, filled in by default, no
need to fill in. (5) Client ID: fill in the serial number of the King Pigeon platform, need to
contact the sales to have serial number. (6) Username: MQTT, filled in by default, no need to
fill in. 7) Password: MQTTPW, filled in by default, no need to fill in. (8) Subscribe topic: Fill
in the format: the serial number of the King Pigeon platform / +, need to contact the sales to
have serial number. (9) Publish topic: fill in the serial number of the King Pigeon platform,
need to contact the sales to have the serial number. (10) Upload cycle: The interval for regular
data release, the default is 30S. (11) Data retransmission: Click the button to enable. Gray:
disabled, Green: enabled. (12) Select data point upload: select the data point to be uploaded in
the box on the right side of the configuration box, the default is blank means all upload. (13)
Click "OK" to confirm the configuration of King Pigeon MQTT. (14) Click "Write
Configuration", the King Pigeon MQTT will not be enabled until the gateway device restarts.
Re-open the configuration software to log in to the device, and on the basic information page,
you can see that the prompt light of "King Pigeon MQTT Online Status" is green, indicating
that Golden Pigeon MQTT is connected. The rightmost shows the online status of the slave

device.
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BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
Da 2 & @k 4 @ B ® ® G
Search Clear Import Export Read Config. Write Config. Monitor Remote Log 32 Help About
4G )
EHEdven
@ OpenVPN
1k Alarms Name Value Cloud Status Port Device Name Status
BTasks Name Beilai Gateway MQTT Client ® com1 | m4oT )
B Spataservices Time 19:32:33 08/29/2022 MQTT Client 1 ® LAN 5475 ®
€ Pass Through Mod-e\ BL103Pro Ali loT ®
Version V113 HUAWEI loT ®
g Modbus RTUSTCR 4G Module EC200SCNAAROTADIM 16 AWS 0T ®
@ Modbus TCP Server IMEI 868618052204261 KingPigeon loT O
@ BACnet/IP Signal Strength 19 (Normal:14-31) KingPigeon Modbus loT ®
©OPC UA operator NULL
Bl &5Cloud SIM ICCID NULL
©MQTT Client SIM Status Failed
@MQTT Client I
@Al loT
@HUAWEI loT
@AWS loT
& KingPigeon loT
@Advanced Settings

5.4.18 View and Send Command by King Pigeon Cloud

First, add data points, and then go to the setting link protocol item to configure the data point
identifier. The identifier of the data point is consistent with the variable label on the
configuration software. For example: collecting M140T data point DO1, the variable label on
the configuration software is "DO1", then the read and write identification on the King Pigeon
Cloud should be "DO1". The names of the sensors on the platform can be configured

inconsistently in the software.

Device  BLIOX(MQTT)

I ink MarT @ |

imezone  UTC+0800 @
Oropping  Cusiom 0 @
o " ™ r'
ooz Swich type (operable 0 ]
oos Switch type (operable ] 3
o4 Switen type (operadie ] 1G
005 Switch type (operake ] 3
00s E—. b 3
po7 Switeh type (operable o 3
Do8 Swich type (operable ] 1
oMt ‘Swich type (operable i ] 3
2
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BL101 BL103

M2M  oovocen

English

Link Protocol
TGP Protocol
HTTP Protocol
MB RTU

MB TCP

A

#QTT Protocol

~ Device List

BL10XMQTT)

UDP Protocol

TCP JSON Protocol

CTCoAP Protocol

NB-I0T Protocol

CoAP Protocol

Sensor ID: 2368411

Serial Nu

1]

Sensor ID: 2363407

Sensor ID: 2368408

Sensor

003

1D: 2368409

Sensor ID: 2368410

@~

Readwite D02

Readwrte D03

Readwrte DOS

Sensor ID: 2363412

Sensor ID: 2368413

Sensor

ID: 2368414

]

DNt

Sensor ID: 2368415

Recewe | a

LPa p s

1

BLiiot BeiLai Industrial Gateway www.BLiiot.com V1.1.3.8

2

©

Search Clear Import Export Read Config. Write Config. Monitor Remote Log

= il

= ® d
$Z  Help About

X

= :L'I'& BL102Pro Variable Name Address Type Address Value Unit Data typ Varibale Key Map Address Ratio
& @com IDm 01 Coil Status(0x} 0 bool Dol 0{M.000001) none I
DO2 01 Coil Status(0x) 1 bool DO2 1(M.000002) none
DO3 01 Coil Status(0x) 2 bool DO3 2(M.000003) none
Bl i@an DO4 01 Coil Status(0x) 3 bool DOo4 3(M.000004) none
@S475 DO5 01 Coil Status(0x} 4 bool DOs 4{M.000005) none
Lo WAN DOB 01 Coil Status(0x) 5 bool DOB 5{M.000005) none
g4 DO7 01 Coil Status(0x) 6 bool DO7 6(M.000007) none
B Even Do8 01 Coil Status(0x} 7 bool Do8 7{M.000008) none
SioEvEN DIN 02 Input Status(1%) 0 bool DIN1 5(M.000009) none
" DIN2 02 Input Status(1x) 1 bool DIN2 9(M.000010) none
:ﬁ%Alarm; DIN3 02 Input Status(1x) 2 boal DIN3 10(M.000017) none
[BTasks DIN4 02 Input Status(1%) 3 bool DINA 11(M.000012)  none
= @DataSewices DINS 02 Input Status(1x) 4 bool DINS 12(M.000013) none
& Pass Through DING 02 Input Status(1x) 5 bool DING 13(M.000014) none
©Modbus RTU=TCP DIN? 02 Input Status(1x) 6 boal DIN? 14(M.000015)  none
@ Modbus TCP Server DINB 02 Input Status(1x) 7 bool DINB 15(M.000016) none
@BAChet/IP
QOPC UA
E-&Cloud
@MQTT Client
@MQTT Client Il
The values of the collected data points are as follows:
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BL1OX(MQTT)  Serssl Number Bem@
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E By heser AmG  RTCurve® Hist Gueryr
D 2368407 Updated 202270
3 Connectent A AT Hist Query
Updaled 20220829 18:38.31 o E i (ietre
3 Connecte = . : ;
E up 8729 193831 MmO RTCurved HistQueryk
Bl=E
a Mm@ RTCurved Hist Query
& oms=muar
& sucs oot g e AmO  RTCurve@ Hist Queryle
& eliemart
3 oo MmO RTCurveS Hist Querye
A sLizsr-nouarT
A5 elinzsraamarra E ?:G:ﬂc:mﬂ m AlmQ AT Curvet Hist Query
e =
a o MmO RTCurved Hist Query
5272 ot T#) D236841
oin1
warn = .
- § 2 i €D AmG  RTCumed HistQuey
1 BLtoaniodbus RTY)
3 e MmO RTCurveS Hist Querye
&S eimarT ey
&5 Bwarts
= soaarn

& Emesma R

> Tes2021

evice group managem;  New device group 0 AtciPage v~ Total 19 Artcie

i
[c]

BL10X(MQTT)  Serial Number 8

ailEquipment Alam [ omine [§E DN
- A3 RTCurveE Hist Guery
02368417
5 Rnusen
8 5 RT Curve  Hist Query
§ o
v oa 2114 a . AT Curve@  Hist Query
= 8 102475560 Upeaten 202 199991 AmMQ  RTCurve© Hist Query
&
2 iectes &
A i 8 o et pr_:w]. R AmMG R Curves Hist Queryt
IS Buiomart
a b = AmQ  RT Curve& Hist Queryt
i ) 02475562
& Litasr 200Gy
< temp .
¥~ OMQTT-2 aishes 2800.0000 + « RT Curve  Hist Query
= ! o
§ o putiioian 6850.0000 + « AT Curves Hist ey
& o 1D 2475564 Upcated 2022
@ Comnecien
- marT :‘W?h HF“““:‘*‘” = 1412.0000 + « RT Curve  Hist Query’
L BLitiModbus RIU)
U
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A msismaoms U
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Send commands
Take control of DO2 of M140T as an example

2] %

Are you sure 0 operale the device Swiich?
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5.4.19 King Pigeon MQTT Data Format

The "KingPigeon" JSON data format of MQTT Client and MQTT Client Il is the same as that
of King Pigeon MQTT. The details are as follows
1) The payload data format in the device publish message

Release topic: serial number (corresponding to the configured release topic setting item)
{
"sensorDatas": [
{
//Boolean
"flag": "REG001", //Read and write identification
"switcher": 0 //data type and value
5>
{
//Numerical
"flag": "REGO005", //Read and write identification
"value": 3 //data type and value
I
{
//4G Module signal value
"flag": " signal strength ", //Read and write identifiers, fixed and cannot
be modified
"value": 28 //data type and value
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"state":"alarm", //Alarm identifier (the configuration software "Alarm and Event" is
configured with an alarm event, which is only available when an alarm is triggered, but
not in the regularly reported data)

"state":"recovery", //Alarm recovery identifier (this identifier is only available when the
alarm is recovered, and the data reported regularly does not have this identifier)
"gateway_indentify": "Beilai" //Gateway name identifier, upload gateway name

"time": "1622700769", //Time Identifier, the timestamp of when the data was published
"addTime": "2021-06-03 06:12:49" //Time identifier, time of uploading to the gateway
"retransmit":"enable" //Retransmission identifier, which represents MQTT historical
data (this identifier is only available when there is retransmission historical data, and

there is no such identifier for regularly reported data)

}

Note:
//Read and write identification: The character is "flag", followed by "MQTT identifier of
data point", the MQTT identifier filled in when adding data points can be defined

independently.
Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 = X
n Fzax N A
LDepe @A &« @® ¢ w @ d
Search Clear Import Export Read Config. Write Config. Monitor Remote Lo Y Help About
pr P g g g p
Variable Name Address Type Address  Value Unit  Datatype Varibale Key Map Address Ratio
B} c4BL103Pro
& &comi DO1 01 Coil Status(0x) [ bool DO1 )(M.0000071) none
D02 01 Coil Status(0x) 1 bool DO2 (M.000002) none
: Do3 (M.000003) none
Variable Properties
EHELAN i DO4 (M.000004) none
Q4TS DOS M.000005) none
EIWAN Variable Name o1 Varibale Key DO1 Do i4.000006), g
)46 Do7 (M.000007) none
OCT/DEC/HEX Decimal ~
51PN Do8 (M.000008) none
= — Address Type| 01 Coil Status(0x) ~ ~ Address 0 DINT (1.000009) none
pen'
1% Alarms Data type basl - Add Number 1 DIbC (000107 nonc
© DIN3 0(M.000011)  none
EéTﬂSkS Read/Write Read,/Write ¥ Ratio none e o001y -
= @DataSewi(es Map Address 0 Variable Unit DINS 2(M.000013) none
@ Pass Through DING 3(M.000014) none
§Modbus RTU=TCP DIN7 4{M.000015)  none
§ Modbus TCP Server DINg 5(M.000016)  mone
) BACnet/IP
OPC UA
& Cloud
@MQTT Client
@MQTT Client 1l

//Data type and value: According to the type, it is divided into:

1. Boolean: the character is "switcher", followed by "0" or "1" (0 means open, 1 means

close).
2. Numerical: the character is "value", followed by "specific value".
//Alarm, recovery identification: the character is "state", followed by "alarm" or

"recovery" (alarm represents alarm data, recovery represents alarm recovery data).
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//Gateway name identification: the character is "gateway_indentify", followed by
"gateway name".

//Time identification: the character is "time", followed by "specific reporting timestamp".

//Time stamp: the character is "addtime", followed by "gateway time".

//Retransmission identifier: the character is "retransmit", followed by "enable"
The data collected during the network disconnection period will be temporarily stored on the
device and republished when the network is restored. It is identified by the "retransmit" field
to represent historical data. (Need to enable data retransmission on the configuration

interface)

2) The payload data format in the device subscription message

Subscription topic: serial number/+ (corresponding to the configured subscription topic
setting item)

(The topic name used by King Pigeon 2.0 to publish messages downstream is "serial
number/sensor ID", so the device subscription topic needs to add the wildcard "/+", so as to

receive the data sent by the platform for control)

{
"sensorDatas":[
{
//Send Boolean
"sensorsld": 211267,//Platform Sensor ID
"switcher":1, //data type and value
"flag":"DO1" //Read and write identification
5
{
//Send Numerical
"sensorsld": 160239, //Platform Sensor ID
"value":"10", //data type and value
"flag":"REGO001" //Read and write identification
}
I,
"down":"down" //Platform downlink message identifier
}

Note:

//Platform sensor ID: the character is "sensorsID", followed by the ID number (the ID is
automatically generated by the platform), and the self-built platform no need.

//Data type and value: According to the type, it is divided into:

1. Switch data: the character is "switcher", followed by "0" or "1" (0 means open, 1
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means closed)

2. Numerical data: the character is "value", followed by "specific value"

//Read and write flag: the character is "flag", followed by "MQTT flag representing the
data point"

//Platform downlink message identification: The character is "down", followed by
"down", which means this is the platform downlink data.
Note: Boolean values are delivered without double quotes, and numeric values are delivered

with double quotes.

6 Firmware Upgrade

Please contact us if you need to upgrade the firmware.

This gateway supports upgrading through the configuration software, click the configuration
software "About", click "Firmware Upgrade" to select

the "update" folder, click confirm, there will be a prompt box when the upgrade is completed,

click OK. Contact after sales for update folder.

Bliiot Beilai Industrial Gateway www.BLiiot.com V1.1.3.8 =
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7 Warranty

1) This equipment will be repaired free of charge for any material or quality problems within
one year from the date of purchase.

2) This one-year warranty does not cover any product failure caused by man-made damage,

improper operation, etc.

8 Technical Support

Shenzhen Beilai Technology Co., Ltd.
Website: https://www.bliiot.com
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